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Customer Website/Mobile Behavior

1.1 Definition/Description

Customer behavior on websites and mobile devices follows patterns. Variations to those patterns can
suggest the likelihood of fraud. Monitoring customer behavior can help to identify fraudsters testing
cards and detect bots. In addition, how users navigate to a purchase page can determine patterns of
high risk. Machine learning is becoming widely used for monitoring behavior to improve the accuracy of
detection.

Monitoring customer website behavior to mitigate payment fraud is relatively new, and approaches
vary. Activity can be viewed for an individual user in single session, an individual user across multiple
sessions, or an individual user as compared to all other users.

Use cases for this kind of analysis include (but are not limited to) recognizing card testing, detecting bot
activity, and determining high-risk patterns in page navigation.

1.2 Applicability

Channel Applicable? Use Case Applicable? Stakeholder Applicable?
In-a merchant Customer .
Pp [ Yes ! . NA Merchants Yes: internal
appl] onboarding
Mobile browser Yes Authentlsatlon NA Issuers Yes: internal
(onboarding)
Deskt lapt Authenticati
bt leten Yes uthen |.ca on Yes Issuer processors NA
computer (transaction)
Wallet/online
N Yes: for
Phone NA Authorization Yes payment .
. clients
providers
Post- .
authorization Yes Acquirer Ye.s. 23
. processors clients
review

1.3 Technical Features/How the Technique Works

The merchant embeds a small snippet of computer code (JavaScript or mobile software development kit
[SDK]) in their website or mobile application. This code (also known as a “beacon”) transmits data to an
analytics system when a shopper interacts with the site or app. This data provides the basis for the
analysis, with different types of analysis identifying different types of fraud attacks.

Single session behavior analysis is the type most frequently offered by vendors. This method looks at
what a user is doing on a website, such as: what pages they are navigating to; how much time they
spend on each page; how quickly they fill in forms and text fields; and how often and how quickly they
attempt to create accounts, log in or make a purchase. This information is then compared with a model
of legitimate shopper behavior.

Viewing behavior over time with cross-session behavior analysis allows detection of account takeover
fraud, by identifying when a user’s behavior changes from what it was in the past.
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1.4 Risks Associated with Technique

False positives are the biggest risk. More sophisticated pattern analysis can reduce the false positive
risk. The technique can be most effective when combined with other techniques.

1.5 Customer Impact/Level of Friction

Monitoring tools work in the background and are transparent to the customer.

1.6 Implementation Considerations

The time required to implement such a solution depends the merchant (or merchant’s website vendor)
priorities and priorities of the any vendor involved.

1.7 Maturity

The technology has been around for web sites for approximately 10 years but has only recently become
widely used. The technique is mature but being continuously refined, and is becoming a standard
offering among fraud service providers (FSP).

1.8 Applicable Industry Standards

Each vendor has a propriety methodology.

1.9 Publicly Available Statistics on Implementations and Use

Statistics are not available for this technique.

1.10 Further Reading

https://www.pymnts.com/news/security-and-risk/2018/fraudsters-cnp-behavioral-analytics-fraud-
prevention-featurespace/

https://www.mastercard.us/en-us/merchants/safety-security/authentication-services/biometrics.html

https://simility.com/blog/fighting-fraud-without-wounding-customer-experience/

https://www.fraud-magazine.com/article.aspx?id=4295002770

http://www.fraudpractice.com/gl-behavior-monitor.html

https://www.riskmanagementmonitor.com/using-adaptive-behavioral-analytics-to-detect-fraud/

https://precognitive.com/2017/10/12/using-behavioral-analytics-detect-ecommerce-fraud/
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