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About the U.S. Payments Forum

The U.S. Payments Forum is a cross-industry body that brings stakeholders together on neutral ground
to enable efficient, timely and effective implementation of emerging and existing payment technologies.
This is achieved through education, guidance and alternative paths to adoption. The Forum is the only
non-profit organization whose membership includes the whole payments ecosystem, ensuring that all
stakeholders have the opportunity to coordinate, cooperate on and have a voice in the future of the U.S.
payments industry. The organization operates within the Secure Technology Alliance, an association that
encompasses all aspects of secure digital technologies.

All trademarks appearing in this white paper are the property of their respective owners.

EMV® is a registered trademark of EMVCo, LLC in the United States and other countries around the
world.

Copyright ©2025 U.S. Payments Forum and Secure Technology Alliance. All rights reserved. Comments
or recommendations for edits or additions to this document should be submitted to:
info@uspaymentsforum.org.
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1. Introduction

Since the U.S. Payments Forum last published a white paper on mobile and digital wallets in 2018, the
landscape has undergone a dramatic transformation. What began as a fragmented set of use cases for
tap-to-pay and in-app checkout has matured into a diverse, interconnected ecosystem supporting
payments, identity, access, and authentication across devices, channels, and technologies.

This updated white paper reexamines wallet models, design decisions, security approaches, and market
adoption trends through the lens of new industry standards and commercial implementations. The
white paper also includes discussion of emerging topics such as network Click to Pay, biometric
passkeys, mobile driver’s licenses (mDLs), and the integration of cryptocurrency wallets.

By updating terminology, rationalizing wallet types, and re-focusing the paper on the current payments
landscape, this document aims to support financial institutions, merchants, wallet providers, and other
ecosystem participants as they evaluate and implement modern wallet strategies.

1 “Mobile and Digital Wallets: U.S. Landscape and Strategic Considerations for Merchants and Financial Institutions,” U.S.
Payments Forum, January 2018, https://www.uspaymentsforum.org/mobile-and-digital-wallets-u-s-landscape-and-strategic-
considerations-for-merchants-and-financial-institutions/.
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2. Wallet Models

Digital wallets have evolved from “tap to pay” novelties into cloud-based commerce hubs that sit at the
center of cards, real-time bank transfers, and even the cryptocurrency infrastructure. Despite varied
branding, six main wallet types cover nearly all retail and e-commerce needs in the U.S.

Device Wallets

Apple Pay®, Google Wallet™, Samsung Wallet®, and wearables such as Garmin Pay™, embed a secure
element (or host card emulation equivalent) directly in the operating system. When a customer enrolls a
card, the issuer performs its identification and verification (ID&V) process and provisions an EMV®
network token that replaces the primary account number (PAN). The same token now powers both Near
Field Communication (NFC) tap to pay and one-touch checkout inside apps and browsers. Security has
shifted from SMS passcodes to device-bound passkeys and on-device biometrics. Magnetic secure
transmission (MST, once a Samsung® feature) disappeared with the Galaxy S21® product line, making
NFC the universal interface.

Network Click to Pay (Secure Remote Commerce)

American Express, Discover, Mastercard and Visa operate a joint, browser-first wallet built on the

EMV Secure Remote Commerce (SRC) specification. Issuers increasingly pre-enroll cardholders so that
checkout can be simplified to choosing the Click to Pay button and confirming identity with a biometric
or passkey. For example, Visa is automatically enrolling new cards in many regions and adding them to
the Visa Payment Passkey service. One network has begun piloting the same SRC credential for
contactless point-of-sale purchases, signaling a gradual convergence with device wallets.

Platform and Payment Service Provider Server Wallets

Large payment service providers (PSPs) and merchants—for example, PayPal®, Amazon®, Stripe™, and
others—have migrated their card-on-file vaults to network tokens, increasing authorization rates and
shrinking Payment Card Industry Data Security Standard (PCI DSS) exposure. Access is device-agnostic,
and funding sources range from credit and debit cards to Automated Clearing House (ACH), buy now pay
later (BNPL), and stored value. Delegated Fast Identity Online (FIDO) authentication and EMV 3-D Secure
v2.3+ enable seamless biometric verification that satisfies global security standards and, in Europe,
fulfills strong customer authentication (SCA) requirements.

QR Code Wallets

Cloud-based wallets (see 3.2.2 Cloud-Based Wallets) that present or scan dynamic QR codes remain
dominant in U.S. fuel and quick-service retailers and have expanded through PayPal, Cash App®, and
retailer apps. The use of EMV QR code guidelines means the same scanner can read a wallet QR code as
easily as it accepts a contactless NFC tap. Closed loop QR code wallet variants still thrive with high-
frequency loyalty implementations.

Cryptocurrency (Crypto)/Web3 Wallets

Custodial and self-custody wallets store public key credentials for on-chain assets. Stablecoins—
particularly USDC®—anchor most commerce. The Shopify® integration of Solana Pay™ in 2023 opened
USDC acceptance to millions of online merchants, followed by similar roll outs from PSPs and payment
networks. Beyond payment, these wallets hold tokenized loyalty, non-fungible tokens (NFTs), and
decentralized identity credentials, expanding the definition of the “value” that a wallet can carry.
However, these expanded functions are still emerging in mainstream U.S. retail and are not widely used.
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Together these five wallet types illustrate how wallets have become infrastructure-agnostic platforms:
they tokenize sensitive data, enforce strong customer authentication, and allow consumers to pay—or
get paid—whenever and wherever value needs to move.

Issuer-Operated Wallets

Issuer-operated wallets, where financial institutions offer a proprietary mobile wallet directly to their
customers, have been deployed in various forms in the past but are not currently a major part of the
U.S. wallet landscape. Issuer-operated wallets are discussed in Section 5.1 Ecosystem Consolidation and

Platform Dominance in the context of ecosystem changes and the potential for renewed activity in the
future.

U.S. Payments Forum ©2025 Page 7
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3.

Wallet Design Choices, Technologies, and Processes

Providers determine what wallet model they support based on the technology that they are
implementing and the solution they want to enable.

3.1

Wallet Design Choices: Channels, Credentials, and Interfaces

The technology and processes implemented determine how payment is presented and where and how
payment credentials are stored. These options determine where payment can be accepted (for example,
in store and online). They also affect how transactions are processed and reported.

Wallet design choices include the following:

Interaction method for proximity payments: contactless NFC or QR code.?

Storage of payment credentials: handset secure element (SE)* or card on file. A secure element
implies that the credential provisioning is related to NFC-based mobile payments, whereas card
on file is a purely web-oriented solution (i.e., the payment credential is not tied to the mobile
device).

Payment options: contactless in-store payment, in-app, remote e-commerce or m-commerce
(web browser).

Acceptance mode: card/device-present, card-not-present (CNP). The choice of acceptance
mode affects the cost of acceptance, fraud/risk exposure, and overall transaction success rates
for the merchant.

Device type: Wallet interfaces include touchscreen mobile devices, smartwatches, fitness
wearables, and voice-activated systems integrated into smart assistants (e.g., Alexa®, Google
Assistant™).

Payment credential use: staged or pass-through wallet.

= The payment credential presented to the merchant in a staged wallet is a front end for the
funding source.? This may affect the availability of transaction data or make it difficult to
identify the merchant on the card statement.

= A pass-through wallet uses a stored payment credential for transactions. The wallet provider
stores the payment credential and only passes it along when the cardholder initiates a
transaction with a merchant.

=  Wallets may also support non-payment credentials such as mobile driver’s licenses (mDLs)
or digital age verification credentials for age verification, identity, or access use cases.

2 Introduced in 2015, Samsung began phasing out magnetic secure transmission (MST) in 2021 since NFC adoption had
become more widespread, NFCW, January 2021, https://www.nfcw.com/2021/01/15/370085/samsung-cuts-us-support-for-
mst-transactions-on-new-galaxy-phones.

3 Security can also be implemented as host card emulation (HCE)/cloud for Android devices.

4 PayPal is a staged wallet.
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e Push or pull payment: Traditional card payments are pull—the consumer authorizes the
merchant to pull payment from the consumer’s account. However, some emerging payment
models push the payment to the payee. Push payments are initiated when the consumer sends
money to a merchant, without disclosing personal or financial information. Since the sender
knows how much money is available, no authorization is needed. In some systems, push
payments are irrevocable (i.e., they are final and cannot be pulled back).

¢ Use of PAN or token: Providers will need to determine whether their solution stores the PAN or
a token. This decision may be a choice or a specific requirement, based on issuer participation
and payment network.

Table 1 provides examples of different wallet models and how they generally have been implemented to
date. Also included are the emerging crypto/Web 3 wallets that are important to note, but that are not
covered in detail in this white paper.

Table 1. Example Mobile/Digital Wallet Models and Typical Technologies/Approaches

Description

User Experience and
Considerations

Typical

Technologies/Approaches

Used

Device Wallet

Network Click
to Pay Wallets

* Wallet embedded in
the device operating
system, using a secure
element or HCE,
supporting both NFC
and in-app
transactions via the
same EMV token. The
wallet can also be used
in a web browser.

* Network-operated,
browser-first wallets
using a shared EMV
Secure Remote
Commerce framework.
Now automatically
enrolled and gradually
integrated into POS
experiences.

U.S. Payments Forum ©2025

* Secure element access
controlled by the
device manufacturer;
provisioning into the
secure element
conducted by the
token service provider
(TSP) with issuer
approval

* Handset integration
can optimize customer
experience (e.g., open
from lock screen).

* Easier e-commerce and
m-commerce

NFC or cloud credentials
(using HCE)
Card-present transaction
for contactless payment
in store

CNP transaction for in-
app payment

CNP payment may be
supported through a
digital wallet provider

EMV SRC

Click to Pay (American
Express, Discover,
Mastercard, Visa)
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Description

User Experience and
Considerations

Typical

Technologies/Approaches

Used

PSP Server .
Wallets
QR Code .
Wallets

Crypto/Web 3 .
Wallets

Wallets managed by
merchants, platforms,
or PSPs that securely
store network tokens
across devices

Wallets that use
merchant-presented or
dynamic consumer-
presented QR codes
for in-store payments

Wallets supporting on-
chain assets and
credentials, including
USDC payments,
tokenized loyalty, NFTs,
and decentralized
identity

CNP checkout support
Loyalty program
integration

Support for features
such as multiple
funding sources and
BNPL

Loyalty program
integration

Potential to optimize
acceptance cost
Support for features
such as faster
checkout, order ahead

Requirement for users
to manage private keys
or seed phrases

Often implemented as
browser extension or
mobile app

Typically user
conversion from crypto
to fiat at merchant
Varying regulatory
clarity and merchant
acceptance

Card-on-file, card-not-
present transactions
In-store and in-app
payment

QR code, barcode, or
numeric code
Card-on-file, card-not-
present transactions
In-store and in-app
payment

Blockchain networks
Self-custody protocols
Token standards
Decentralized identifiers
Web3 authentication

3.2 Wallet-Enabling Technologies and Credential Management

Different technologies and processes are used in commercial wallet solutions. This section provides a
high-level overview of the technologies used by the wallet models covered in this white paper. See also
Appendix B: Stakeholders, which includes information on a number of new stakeholders who fill roles
that are not required with card-based payments, and Appendix C: Standards, which includes additional
information on standards bodies’ work relating to mobile payment solutions.

3.2.1 Near Field Communication (NFC)

NFC is a standards-based wireless communication protocol based on radio-frequency technology that
allows data to be exchanged between devices that are a few centimeters apart. NFC payment
transactions between a mobile device and a point-of-sale (POS) terminal use the same ISO/IEC 14443
standard communication protocol that is used by U.S. EMV contactless credit and debit cards, allowing
the mobile device to act as a contactless card.
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NFC is used with the device wallet across multiple mobile device operating systems. A wallet on an NFC-
enabled mobile device is a software application stored on the mobile device that manages and initiates
payments. The mobile wallet accesses payment credentials such as tokenized payment cards, bank
accounts, coupons, loyalty cards, or transit tickets, or financial information stored on the mobile device
in a trusted environment. The consumer must have the physical mobile device to initiate a payment
transaction and taps or holds the mobile device near a contactless-enabled POS terminal at a retail
location.

In addition to payment credentials, some digital wallets now support non-payment credentials, such as
mDLs and verifiable credentials (VCs). These digital identity credentials are typically issued by state
departments of motor vehicles (DMVs) and are stored securely within the wallet using the same
underlying secure hardware and cryptographic techniques. While adoption is still emerging and varies
by state, mDLs and VCs enable identity verification for access control, age-restricted purchases, and
airport security. Their inclusion reflects the wallet’s evolution into a multi-purpose identity and
commerce container.

Figure 1° illustrates the device wallet transaction flow used by Apple Pay, Google Pay™, or Samsung Pay®
with NFC and EMV payment tokenization.

Figure 1. Device Wallet Transaction Flow

POS Payment
Merchant token Card network /
Payment N !
Merchant token Acquirer/  *cnyptogram  Token Service
NFC-enabled &  Processor Provider

cryptogram

POS reader &)
00000 VISA @ mostercars
== DISCOVER
. O |joy| | e || 2
Payment 00
aten. m— (|
Cryptogram -
(]

Payment token

Encrypted
NFC-enabled PAN
mobile phone
With device-
centric

wallet

Figure 2 illustrates the slightly different process used for in-app mobile payments. The customer
authorizes the payment within the merchant app using Touch ID or Face ID® on the mobile device for
Apple Pay or selects “Buy with Google Pay” in the app. The tokenized payment credentials that are
securely stored in the mobile device and the cryptogram are sent to the merchant app. The customer’s
billing information may be passed to the merchant app along with the payment credentials when the
customer authorizes the purchase.

5 Source: Federal Reserve Bank of Boston.
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Figure 2. In-App Device Wallet Transaction Flow with Tokenization®
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3.2.2 Cloud-Based Wallets

Mobile payments using one of the wallet models described in Section 2 Wallet Models may use a wallet
app stored in the mobile device or a cloud-based wallet.

A cloud-based wallet stores payment information on a secure remote server (i.e., in the cloud) instead
of in the mobile device. The stored payment credentials are used to initiate the authorization of
payment transactions. The cloud-based wallet sends only tokens or authorizations to the device to
initiate and authorize payment. Connectivity, either cellular or Wi-Fi, is needed to complete a cloud-
based wallet transaction.

The cloud wallet can be managed by a merchant or a PSP. From the merchant’s perspective, cloud-
based mobile payment solutions may be more flexible since they are not tied to specific POS hardware
or protocols. These solutions decouple the purchase experience from the payment flow and can support
both traditional electronic payments and alternative methods, potentially reducing acceptance costs.
Implementation may also be simpler, as they often do not require new POS hardware. Because the
cloud model is hardware-agnostic, consumers do not need to move their data if they switch mobile
devices or mobile carriers or upgrade their device, although they would have to download the wallet
app again to the new device.

Use of cloud-based wallet services requires both the merchant and the consumer to subscribe.
Merchants may need additional infrastructure to accept cloud payments at the POS. Depending on the
wallet solution, customers may need to register with a wallet provider before making a payment.
Merchants should also be aware that some cloud-based transactions may be treated as CNP
transactions, typically affecting cost, risk exposure, authorization rates, and customer experience.

The typical process requires the consumer to download the cloud-based app and subscribe to the
service. The mobile device becomes an extension of the POS terminal, which communicates information
about the mobile payment transaction to the cloud for authorization. Consumers can access their
account information in the cloud using a browser or application. Once a cloud payment is completed,
payment notification can take place using email or text messages.

6 Source: Federal Reserve Bank of Boston.
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3.2.2.1 Network Click to Pay Wallets

Click to Pay is a collaborative digital checkout solution developed by American Express, Discover,
Mastercard, and Visa, based on the EMV SRC specifications. It aims to streamline the online checkout
experience by providing a consistent, secure, and convenient method for consumers to pay across
various merchants and devices.’

Key features of Click to Pay include the following:

* Unified checkout button. A single, recognizable Click to Pay button replaces individual network
checkout options, reducing clutter and simplifying the user interface for merchants and
consumers alike.?

* Tokenization and security. Click to Pay uses tokenization to replace sensitive card information
with a unique digital identifier, enhancing security and reducing the risk of fraud.

* Interoperability. The solution supports multiple payment networks, allowing consumers to use
various payment cards within a single Click to Pay profile.®

*  Frictionless enrollment: Consumers can enroll their cards through participating issuers, during
checkout at supporting merchants, or via the Click to Pay website.

The following steps are an overview of the checkout process:

1. Initiation. The consumer selects the Click to Pay option at the merchant's checkout page.

2. Authentication. The system recognizes returning users through device recognition or prompts
new users to enroll by entering their email and verifying their identity.

3. Card selection. The consumer chooses from their stored payment cards within the Click to Pay
interface.’

4. Payment authorization. Upon confirmation, the tokenized payment information is transmitted
securely to the merchant's payment processor for authorization.

5. Confirmation. The transaction is completed, and the consumer receives confirmation of the
successful payment.

Stakeholder benefits include the following:

* Consumers. Enjoy a streamlined checkout experience without repeatedly entering card details
and with enhanced security through tokenization.

* Merchants. Benefit from reduced cart abandonment rates, simplified integration across multiple
payment networks, and decreased liability for handling sensitive payment information.

* Issuers and Networks. Gain from increased use of digital payments, improved customer
satisfaction, and reduced fraud through standardized security measures.

Figure 3 illustrates the Click to Pay Process.

7 “EMV® Secure Remote Commerce,” EMVCo, https://www.emvco.com/emv-technologies/secure-remote-commerce/.

8 “American Express, Discover, Mastercard and Visa Implement Click to Pay to Make Online Checkout Simple and Secure,”
Mastercard, October 2019, https://investor.mastercard.com/investor-news/investor-news-details/2019/American-Express-
Discover-Mastercard-and-Visa-Implement-Click-to-Pay-to-Make-Online-Checkout-Simple-and-Secure/default.aspx.

9 “Buy online the faster, easier way with Click to Pay,” Visa, https://usa.visa.com/products/click-to-pay/consumers.html?.
10 “EMV® Secure Remote Commerce,” EMVCo, March, 2023, https://www.w3.0org/2023/Talks/emvco-src-spc-20230329.pdf.
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Figure 3. Click To Pay Process*!
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3.2.2.2 QR Code Wallets

A QR code (quick response code) is a two-dimensional barcode that can encode payment information,
enabling a consumer or merchant to initiate a transaction by scanning it with a mobile device. The data
representing a card number in the QR code may or may not be encrypted. The card number may also be
tokenized or replaced with a virtual number, but the real PAN does not reside in the QR code.

Two methods are currently used to perform a POS mobile payment at checkout with a QR code.

e Consumer-presented QR code. One version of a QR code wallet works as follows: either a
mobile app displays a QR code that was previously downloaded and stored in the mobile wallet,
which the customer scans at the POS reader, or the app generates a one-time dynamic QR code,
which is presented to the merchant. However, virtually all QR code wallets implemented in the

U.S. are merchant presented.

e Merchant-presented QR code. The second version of a QR code mobile wallet uses a QR code
generated by the merchant’s POS terminal, which the customer scans with the mobile device’s
camera. The consumer’s app uses the merchant information obtained from the QR code to
initiate the payment transaction. The consumer’s payment credentials are not stored on the

mobile device or merchant terminal.

11 “Click to Pay — The digital card wallet from Visa, Mastercard, AMEX & Co.,” Computop, March 2021,
https://computop.com/payment-insights/en/e-commerce-en/click-to-pay/.
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One example of a merchant-presented QR code implementation is Walmart Pay™. When items
are scanned at checkout, a unique QR code is displayed on the POS screen. The customer opens
the Walmart® app, launches Walmart Pay, and enters a four-digit PIN or uses biometric
verification for security. The customer then scans the QR code displayed on the POS screen with
their mobile device. The QR code can be scanned before, during, or after items have been
scanned at the register. When the transaction is complete, the customer receives a digital
receipt within the app.

Use of QR codes with mobile wallets has become popular with merchants due to the following benefits:

Ease of implementation. Merchants can use their current barcode scanners at the POS to read
QR codes, which are based on industry design standards.

Broad market. NFC is not required on the mobile device.

Ubiquity. QR codes work with any smartphone and typically with major credit, debit, prepaid,
and store gift cards. The merchant POS needs only a scanner and QR code reader software.

Better payment experience. Using a mobile device camera and related mobile app, consumers
can scan QR codes not only to make payments but also to access sites on the Internet, download
products, or find reviews and product information.*?

However, QR code solutions also present challenges:

Inconsistency. No standards exist for using (as opposed to designing) QR codes for payments.
Different QR code implementation solutions have different technical specifications, resulting in
inconsistent user experiences.

Usability at the POS. The QR code process is not as seamless as an NFC “tap and pay” payment.
More steps may be required for both the merchant and the consumer to complete the
transaction. Finally, QR code readability may be unreliable due to lighting or size.

Security concerns. See Section 4.6 QR Code Security.

QR code technology has been applied differently in different environments. EMVCo published a
payment design specification®® to address inconsistencies and enable either consumers or merchants to
scan QR codes while enabling merchants to accept different QR code payment solutions using the same
process. For more information, see Appendix C: Standards.

12 QR Codes: How Apple Passbook Changes the Merchant Equation,” Javelin Strategy & Research, July 2012,
https://www.slideshare.net/slideshow/javelin-gr-codeshow-apple-passbook-changes-the-merchant-equation/13661595.

13 EMV® QR Code Specification for Payment Systems (EMV® QRCPS) Merchant-Presented Mode,” EMVCo, November 2020,
https://www.emvco.com/specifications/emv-gr-code-specification-for-payment-systems-emv-grcps-merchant-presented-

mode/.
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Example QR Code Payment Implementation: Brazil’s Pix System

Brazil’s Pix system,* launched by the Central Bank of Brazil in 2020, is a real-time payments platform
that enables individuals and businesses to send and receive payments instantly, 24/7. Pix has become
the dominant payment method, accounting for approximately 46% of all electronic transactions, far
exceeding cash, debit, and credit cards.?® Pix transactions are initiated through participating banks or
fintech apps and settled within seconds through the Central Bank’s infrastructure. Pix supports both
push and pull payment models and integrates seamlessly with QR code functionality. This capability
allows digital wallets in Brazil to embed Pix as a core payment method, offering users a fast, secure, and
low-cost alternative to traditional card-based transactions, without needing proprietary hardware or
card networks. The Pix process flow is as follows:

1. Payment initiation. The payer opens a mobile banking app or wallet and selects Pix as the
payment method.

2. Recipient selection. The payer scans a QR code provided by the recipient or merchant.

3. Transaction creation. The app constructs the payment request, including amount,
payer/recipient details, and any associated metadata.

4. Request submission. The payer’s bank sends the transaction request to the Central Bank’s
Instant Payment System (SPI) for processing.

5. Validation and settlement. The SPI validates both payer and recipient account information and
settles the funds in real time, debiting the payer’s account and crediting the recipient’s within
seconds.

6. Confirmation. Both payer and recipient receive instant confirmation messages through their
respective apps or channels.

7. Transaction recordkeeping. The transaction is logged with the Central Bank and both financial
institutions for regulatory compliance and tracking.

14 “pjx,” Banco Central do Brasil, https://www.bcb.gov.br/en/financialstability/pix_en.

15 “Brazil's Pix set for next leap with launch of recurring payments,” Reuters, June 2025,
https://www.reuters.com/world/americas/brazils-pix-set-next-leap-with-launch-recurring-payments-2025-06-04/.
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4. Mobile Wallet Security Technology and Approaches

As mobile and digital wallets have evolved into essential tools for payments, identity, and credential
management, the security infrastructure supporting them has become increasingly sophisticated.
Wallets now operate across device-centric, cloud-based, and hybrid environments and must address a
wide range of threats while maintaining a seamless user experience. This section outlines the
foundational technologies and security mechanisms that ensure secure mobile wallet transactions and
credential storage in today's landscape.

4.1 NFC and Embedded Secure Elements

NFC remains a primary method for initiating in-person mobile wallet payments at contactless-enabled
POS terminals. These transactions are built upon the EMV security framework and enhanced through
tokenization and biometric authentication.

Modern mobile devices are equipped with secure hardware elements—such as Secure Enclaves (in
Apple devices) and Trusted Execution Environments (TEE) (in Android™ devices)—to protect sensitive
credentials and cryptographic operations. Payment tokens are securely provisioned to these
environments and never expose the card’s PAN during the transaction. Instead, a unique dynamic
cryptogram is generated for each tap, ensuring one-time use and making intercepted data unusable by
attackers.

Wallets like Apple Pay, Google Wallet, and Samsung Wallet integrate tightly with the device operating
system and secure hardware to ensure trusted user authentication via biometrics or passkeys prior to
payment authorization.

An embedded secure element (SE) is soldered onto hardware in the device, as opposed to being on a
removable subscriber identity module (SIM) card. The mobile device includes an antenna that is built
into the handset and offers a strong communication signal between the mobile device and the merchant
terminal. SEs are tamper-resistant chips that can securely host multiple applications and cryptographic
data, such as keys, in a smartphone. Apple Pay uses the SE embedded in its devices to store the
payment token representing the PAN. Apple’s Secure Enclave handles provisioning of payment tokens
and authentication. Apple has opened access to the SE and NFC interface to third-party wallets in both
the U.S. and European Union (EU), enabling alternative wallets to support contactless payments, subject
to Apple’s platform rules and certification processes.

Modern mobile devices are equipped with TEEs and Secure Enclaves, which serve as secure areas within
the processor to store and process sensitive payment credentials and cryptographic operations. In
addition, platform-level device attestation and integrity monitoring have become standard, enabling
wallet providers to verify the authenticity and trustworthiness of the device environment before
allowing access or provisioning credentials.
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4.1.1 Cloud-Based and Hybrid Wallet Security Models

Google Wallet and similar wallets use HCE to access tokenized credentials stored securely in the cloud or
in protected OS environments. Tokenized credentials are provisioned by a TSP which is most often
operated by a payment network, but in some cases by a third party such as a wallet provider or
credential issuer. Payment tokens are accompanied by dynamically generated cryptographic material,
securely stored in device-protected environments, and protected through secure code execution, key
wrapping, and OS-level access controls. Pre-fetched cryptograms allow offline transaction support for
cloud-tokenized wallets, reducing dependency on real-time connectivity while maintaining EMV-level
cryptographic integrity. Rather than requesting a token from the cloud each time it is needed to make a
payment, modern wallets securely cache cryptographic materials to enable seamless payments even
when temporarily offline. These cached credentials are also restricted and expire quickly, to minimize
their value to fraudsters.

Storing payment credentials and cryptographic keys in the mobile operating system provides strong
software-based protection but does not offer the same level of physical tamper resistance as a
hardware Secure Element (SE), which is specifically designed and certified for secure key storage. While
both approaches use payment tokenization, HCE solutions typically rely on additional software-based
protections and runtime security controls to mitigate risk.

4.1.2 Secure Execution Environments and Payment Credential Protection

Payment credentials and the associated keys that generate a dynamic cryptogram for each transaction
can also be stored in the Trusted Execution Environment (TEE). A TEE provides hardware-backed
isolation for sensitive operations but is not considered fully tamper-resistant like a dedicated Secure
Element (SE); however, GlobalPlatform?® specifications describe how applications can reside securely in
the TEE, including how to interface trusted applications with the TEE and how applications running in
the mobile OS can communicate with trusted applications residing in the TEE.'’

Rooted or jailbroken devices can expose sensitive information such as payment credentials and make it
easier for malware to access confidential data. Malware poses a threat but verified boot and app
sandboxing make direct rooting via malware far less common than in earlier Android versions.

HCE transactions pass through the OS, requiring compensating runtime integrity and secure key
handling. Android includes verified boot, SafetyNet/Play Integrity application programming interfaces
(APIs), and strong protections to discourage or block rooting. Google Wallet and Samsung Wallet rely on
TEEs and attestation, and block access on rooted or compromised devices. Wallet apps must implement
root detection and verify system integrity using device attestation APls. Users attempting to launch
these wallets on compromised devices are blocked and shown a security message indicating the app is
disabled. HCE wallet solution providers should disable sensitive features on modified or untrusted
devices and enforce root detection as a basic security control.

16 GlobalPlatform (https://globalplatform.org/) is a globally recognized standards body and certification authority.
17 “The NFC security quiz v2.0: Updated with HCE & tokenization,” Fime, Aug. 2015
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EMVCo and major payment networks support robust standards for secure, software-based mobile
payments, including risk-based authentication and token lifecycle management.'® American Express,
Discover, Mastercard and Visa support contactless specifications that allow for dynamic cryptogram
generation using single or limited-use keys and cloud cryptograms that recognize HCE tokens as valid
payment credentials.’® Methods that enhance the security of HCE mobile payment transactions include:

* User and hardware verification, by something the user knows (username-password or PIN);
something the user has (e.g., the device, a smart card reader); something a user is (e.g.,
biometrics); and/or something a user does (e.g., determining how the user behaves; for example,
multiple transactions made very quickly in several geographically distant locations could be
denied). A device identifier (ID) can also be used to validate the mobile device being used for the
transaction.

¢ Transaction constraints, to limit transactions to certain channels, such as online or POS, to
specific merchants, or by dollar amount or country, thus reducing token exposure and fraud risk.

* PAN tokenization, replacing the PAN with a substitute value, increasing the security of an HCE
mobile payment.

* Data analysis, to provide real-time transaction assessments to monitor activity and identify
anomalies. HCE must rely on third-party managed intelligence services that provide tools to
strengthen authentication at the device and OS levels by leveraging big data ecosystems. The
more data that is available for measurements and analysis, the better the overall security.

* Techniques such as white box cryptography, secure code obfuscation, and runtime attestation
are used to protect sensitive credentials in HCE environments.

4.2 Tokenization and Dynamic Cryptogram Generation

Tokenization generally replaces the consumer’s payment card PAN, expiration date, and security code
with a substitute value, called a token. Detokenization reverses the process and redeems the token to
access the token’s associated PAN value. The true PAN value is protected because it is not exposed
during the transaction.

When a payment card is provisioned to a mobile wallet, the TSP issues a payment token that may be
stored in a secure element, TEE, or protected cloud location. Biometric or passkey-based authentication
on the device prevents unauthorized use of the device for payments. When the token is used in a mobile
payment transaction, a dynamic cryptogram is generated by the device and passed with the token
through the payment process. If the token is stolen, it is useless to the fraudster, as it is
cryptographically bound to the device, merchant, and transaction context.

Most payments today, whether NFC or QR code, use EMV-compliant tokenization. For example, when a
consumer loads a card into the Samsung Wallet, an EMV payment token is generated. During the
payment transaction, tokenization protects the PAN.

18 In December 2016, EMVCo published “EMV Mobile Payment: Software-based Mobile Payment Security Requirements,”
Version 1.0, which provides security guidance and defines related generic security applications and interfaces. See
https://www.emvco.com/emv-technologies/mobile/ for more information.

19 Visa uses limited use keys derived from the master key and Mastercard uses single use keys (SUKs). See “Understanding the
Role of Host Card Emulation in Mobile Wallets” Federal Reserve of Boston, May 10, 2016
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4.3 Cloud-Based Wallet Solutions

Cloud-based wallet solutions secure payment credentials by storing them in secure, network-hosted
environments rather than on the mobile device itself. While sensitive credentials reside in the cloud,
mobile devices still apply local safeguards—such as biometric authentication and device attestation—to
access the wallet and authorize transactions.

4.4 Identity Verification and Customer Authentication

Identification and verification (ID&V) play a key role in determining whether a consumer is the
legitimate owner of the account credentials linked to a wallet and device access; if not performed
effectively, ID&V is a critical point of vulnerability. As a general rule, the level or strength of the
authentication method will match the risk being mitigated. Despite the broad range of solutions
available, authentication is the most serious fraud challenge merchants and issuers face for both e-
commerce and m-commerce.

For device-centric wallets, tokenized payment credentials are not provisioned until the issuer verifies
the consumer through ID&V signals, often including device attestation and biometric confirmation.
During the provisioning process, the device-centric wallet provider may send the issuer a risk score to
aid the risk evaluation process. Risk scores are based on data that the wallet provider collects, such as
device ID, device fraud scoring (a history of fraud on the device), geolocation, device model, type of
mobile OS, and account history (e.g., an iTunes™ or Google™ account).

For a digital cloud-based wallet, after the consumer has added payment credentials, the digital wallet
provider performs an additional risk management process that verifies the email and billing addresses
and collects information about the mobile device, including the device ID and IP data checks.?’ The
provider may also perform velocity checks, behavioral signal analysis, issuer card security code
verification, account monitoring, review of consumer enrollment attributes or transaction history, and
proprietary fraud tests.

During a transaction, the customer is authenticated by the online merchant, PSP, or wallet service
provider (WSP). Modern authentication techniques include biometrics, passkeys, one-time passwords,
device ID, geolocation, and behavioral analytics. Rather than relying on static passwords or a single
control, strong authentication now employs layered or multi-factor approaches—combining possession-
based credentials (like a device), inherence factors (like biometrics), and contextual risk signals. This
reduces fraud risk and improves the user experience.

4.5 EMV 3-Domain Secure Authentication

EMV 3-Domain Secure (3DS) is a messaging protocol used to reduce fraudulent use of cards online and
protect merchants from exposure to fraud-related chargebacks.

20 Internet Protocol (IP) data checks identify an Internet user’s geographical information, including: country, region, city,
latitude and longitude, zip code, Internet service provider, and domain name.
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EMVCo has established the EMV 3DS version 2.x protocol (latest version 2.3.1.1 as of May, 20232!) as
the global standard for online cardholder authentication that allows issuers and merchants to exchange
risk data, such as device ID and geolocation, during the ID&V process and during transactions.
Merchants can decide whether more robust authentication is needed for a higher risk transaction and
can invoke EMV 3DS. The EMV 3DS 2.x risk engine enables issuers and merchants to collaboratively
assess risk and challenge only high-risk transactions. During checkout on a website or app, contextual
data (e.g., device fingerprint, IP address, behavioral patterns) is sent to the issuer to authenticate the
cardholder passively or actively. The issuer can passively authenticate the cardholder or, based on the
risk profile, use stepped-up authentication and ask the cardholder to enter a one-time password or
respond to a phone call.

Merchants control when to use EMV 3DS, but issuers still control the message stream, because they
own the liability for all EMV 3DS-supported transactions that they approve. Merchants supply more data
(e.g., email address, mobile phone number, shipping, billing, and IP addresses) to help issuers with
authorization decisions. The EMV 3DS 2.x protocol supports mobile app and browser transactions and is
integrated across most major payment networks and payment processors.

4.6 QR Code Security

While QR codes are widely used for payments globally, they pose risks due to susceptibility to spoofing
and evolving implementation standards.

Malicious QR codes can embed URLs that lead to malware downloads or phishing websites. When QR
code implementations rely on open standards rather than proprietary systems, they may be more
susceptible to spoofing and redirection attacks if proper validation controls are not in place. In addition,
completion of a QR code transaction at the POS relies on a smoothly functioning and secure in-store
WiFi network or cell phone service. Threats such as rogue WiFi networks or man-in-the-middle attacks
can compromise user sessions during QR-code-based transactions.

And finally, if a fraudster obtains control of a lost or stolen mobile device that is not password
protected, and a merchant does not require customer verification, the fraudster can open the app and
use the QR code to make a purchase or access the PAN and other account information stored in the
cloud.

Several practices can help minimize the security risks associated with QR-code-based payments,
including the following:

e Consumers can implement anti-virus and anti-malware software on their mobile devices.

e Some QR code payment apps (such as Starbucks®) allow customers to add passcode protection
to prevent use of the app if the device is lost or stolen (doing so may require the customer to
authenticate to reload the applicable account).

e Wallet providers, merchants, or other third-party vendors, such as a payment processors, can
securely store customer payment credentials. TO comply with PCI DSS requirements, they
should also encrypt all financial information during transmission and at rest, and not share
personal information with other third parties.

21 “Enhancing the EMV® 3-D Secure Specifications,” EMVCo, May 2023, https://www.emvco.com/knowledge-hub/enhancing-
the-emv-3-d-secure-specifications/.
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e The QR code should never include credit or debit card information, as this information is
typically randomly generated to map to the PAN stored in the cloud.

e Issuers or merchants may tokenize card data in mobile wallets and generate transaction-specific
tokens, enhancing QR payment security. For example:

o Walmart Pay uses tokenization and QR codes to protect customer payment credentials,
ensuring that the primary account number (PAN) is not exposed during transactions. Specific
implementation details have not been publicly disclosed by Walmart.

e Some providers use tiered token structures, mapping QR tokens to intermediary vault tokens for
added abstraction and control.
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5. Mobile Wallet Landscape

Over the past several years, the U.S. mobile wallet ecosystem has transitioned from fragmented
experimentation to mature, infrastructure-level ubiquity. Mobile wallets are now deeply integrated
across physical and digital channels, backed by strong consumer demand, standardized security
protocols, and increased merchant adoption. This section explores the current state of the wallet
landscape, including platform dominance, enabling technologies, shifts in consumer behavior, and
strategic takeaways for stakeholders across the ecosystem.

5.1 Ecosystem Consolidation and Platform Dominance

This section discusses the platforms that have emerged as dominant in the U.S. market and others that
are active internationally.

Device Wallets as Integrated Consumer Hubs

Apple Pay, Google Wallet, and Samsung Wallet have evolved beyond payment utilities to become
comprehensive digital wallets supporting transit passes, driver’s licenses, event tickets, identity
credentials, health records, and digital keys. These wallets are deeply integrated into device operating
systems, offering strong biometric authentication and secure element storage or TEEs. Their tight
integration with hardware has made them the default option for in-store NFC payments and growing
players in mobile identity and access control.

Network Wallets Standardizing Digital Checkout

Payment networks have standardized and scaled their SRC initiatives under Click to Pay. These wallets
streamline browser and in-app e-commerce transactions using tokenized card credentials and offer
features like pre-enrollment by issuers, passkey authentication, and frictionless guest checkout. While
adoption is still growing, network wallets are becoming a preferred choice for merchants seeking a
standardized, low-friction checkout solution.

Platform and PSP Wallets Scaling Across Channels

Large technology and fintech firms like PayPal, Cash App®, and Venmo® offer wallet platforms that are
device-agnostic and tailored for web and mobile commerce. These wallets support a mix of payment
methods—cards, ACH, bank accounts, BNPL, and sometimes even crypto—and excel in online checkout
and peer-to-peer (P2P) scenarios. Increasingly, they are incorporating network tokenization and
biometric login to compete with OEM-level experiences.

Merchant Wallets with Embedded Loyalty Value

Retailers such as Walmart, Target®, and Starbucks continue to operate branded wallets as part of their
broader customer engagement strategy. These wallets often include tightly integrated loyalty programs,
real-time rewards, QR-code payments, and promotions. While traditionally closed loop, some merchant
wallets are adopting interoperable standards (e.g., EMV QR code, tokenization) to expand their reach
while retaining control over the customer relationship.
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Proprietary Bank-Centric Mobile Wallets

The U.S. Payments Forum mobile wallet white paper published in 2018 discussed proprietary, bank-
centric mobile wallets, including those from several large U.S. issuers (including Capital One, Citi, Chase,
and Wells Fargo), which were subsequently discontinued. Apple has since enabled third-party wallets to
access the iPhone® NFC interface and SE, creating the technical capability for issuers to build wallets
that support contactless payments on iOS® devices, subject to platform requirements. In other
geographies, issuer-backed wallets have started to take advantage of this capability; for example, Vipps
MobilePay in the Nordics is enabling iOS contactless payments under Apple’s new entitlement
program.2? This paper makes no assessment of whether such offerings will emerge in the U.S. market.

Intersections with Digital Identity and Super-App Models

Beyond payments, wallets are evolving into multi-purpose "super apps" by incorporating identity
verification, passkey login credentials, and credential-sharing features (e.g., digital student IDs, vaccine
records, boarding passes). Device wallets are leading this trend in the U.S., while platforms like WeChat®
and Grab® continue to influence global expectations for wallet utility and integration.

5.2 Technology Enablers Shaping Wallet Growth

Several technical innovations have played a pivotal role in advancing wallet adoption and scalability,
including the following:

o Tokenization by default. EMV network tokenization is now standard for in-app, browser-based,
and NFC wallet payments, improving authorization performance, lifecycle management (e.g.,
automatic card updates), and PCI DSS compliance.

e Passkey authentication. Passkeys have begun to replace passwords and SMS one-time
passcodes, enabling cross-platform, phishing-resistant authentication. Device wallets, PSPs, and
issuer apps are all adopting passkey frameworks for seamless login and transaction approval.

¢ Modular software development kits (SDKs) and APIs. Wallet providers now provide software
development kits that enable merchants to embed wallet functionality directly within apps or
checkout pages, accelerating adoption and enabling tailored consumer experiences.

e Credential layering. Beyond payments, wallets increasingly support digital identity, transit fare
cards, loyalty credentials, and access control tokens, reducing the need for physical wallets and
cards altogether.

5.3  Consumer Behavior and Use Case Expansion

Consumer adoption has grown significantly since 2020, with usage now extending beyond simple tap-to-
pay functionality. Mobile wallet adoption in the U.S. continues to grow steadily, particularly for in-app
and online transactions. 60% of U.S. consumers now use digital wallets for in-app purchases, up from
52% in 2019.2 In-store mobile wallet usage has also increased, reaching 28% of consumers—a notable
rise from 19% in 2019.%*

22 “\/ipps Launches an Alternative to Apple Pay: Is It a Sign of Things to Come?,” Celent, Dec 2024,
https://www.celent.com/en/insights/597832140.

23 "The state of consumer digital payments in 2024,” McKinsey, October 2024, https://www.mckinsey.com/industries/financial-
services/our-insights/banking-matters/state-of-consumer-digital-payments-in-2024.

24 |bid.
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Key consumer trends include:

Blended checkout experiences. Consumers use the same wallet to tap at the POS, pay in a
browser with one click, and verify identity or sign documents. This blended experience has
reduced reliance on physical cards and even desktop-based checkouts.

Preference for embedded value. Wallets that combine payments with real-time rewards,
financing options, or loyalty integration (e.g., Starbucks, Amazon, Klarna®) see higher
engagement and repeat usage.

Digital identity adoption. With the rollout of government-backed mobile IDs and health passes,
many consumers are beginning to use their wallets for credential sharing beyond payments.

Despite this momentum, awareness and trust remain key drivers of sustained usage. Wallets that are
pre-installed, pre-provisioned, and actively promoted by issuers, merchants, or platforms see faster
uptake. For example, Apple Pay is the leader among device-based wallets. As of Q1 2024, Apple Pay
leads in adoption among eligible device users, with 67% having used it, compared to 54% for Google
Wallet and 35% for Samsung Wallet.?® Apple Pay's integration into device setup and persistent
reminders to activate the wallet appear to have contributed to its adoption.

54

Strategic Lessons and Industry Implications

Several strategic insights have emerged over the past half-decade that continue to shape the wallet
ecosystem.

Interoperability enables scale. Wallets that embrace EMV tokenization, SRC, and QR code
standards (e.g., EMV QR codes) are easier to adopt across POS and digital environments,
accelerating merchant integration.

Loyalty and identity drive daily relevance. The most successful wallets today are those that offer
utility beyond payments—such as digital passes, receipts, loyalty cards, or credentials—creating
habitual engagement.

Security is foundational, not optional. Tokenized credentials, passkeys, and behavioral risk
analysis are now baseline expectations for issuers and regulators. Wallets that fail to provide this
level of protection are increasingly excluded from mainstream financial ecosystems.

Crypto is no longer fringe. With USDC and other stablecoins now accepted by major PSPs and
some retailers, crypto-native wallets have gained legitimacy—especially in programmable
settlement and global commerce contexts.

25 “Mobile Pay Adoption Surpasses 50% Among Eligible Users for the First Time,” Auriemma Group, August 2024,
https://auriemma.group/digital-payments/mobile-payments/mobile-pay-adoption-surpasses-50-among-eligible-users-for-

the-first-time/.
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6. Strategic Considerations for Merchants

The rapidly evolving mobile wallet ecosystem—marked by frequent changes in providers, technologies,
and consumer behavior—makes it difficult for merchants to determine which partnerships or features
to prioritize. Strategic decisions must consider both wallet acceptance and its downstream effects on
customer experience, loyalty, and operational efficiency. Acceptance decisions may be different for
different retail verticals. For example, petroleum has unique requirements compared to a mass
merchant, who has significantly different requirements than a quick-service restaurant merchant.
Mobile commerce is not “one size fits all;” what works for one may not work for another.

The potential for increased growth of digital commerce is evidenced by the number of brick-and-mortar
retailers who are introducing or planning to introduce mobile experiences. For example, McDonald’s®
offers deployed Mobile Order and Pay capabilities. In addition, McDonald’s offers a curbside service
model, to increase throughput and improve order accuracy. Mobile ordering for table service is also
available to drive volume to underutilized in-store capacity.

Domino’s® partners with Facebook® to enable customers to order and pay using chat bots. Although
Domino’s has been accepting mobile payments for several years at some of its retail locations, chat bots
are a new way for customers to engage in digital commerce.

Sam’s Club™ and Scan and Go™ enables customers to scan items using a mobile device. They can shop,
check out, and pay on the mobile app, skipping the checkout line.

Consumer expectations for commerce continue to change, and merchants are finding new ways to meet
those demands. How to meet expectations using mobile commerce is quickly becoming an essential
consideration in retailer payment acceptance strategies and plans. Considerations include consumer
experience and adoption, product features and roadmaps, data management, acceptance terms, costs
and return on investment (ROI), and technology, which are all discussed in the following sections.

6.1 Customer Experience and Adoption

Various considerations can help merchants define their strategies for mobile commerce. These include
identifying the specific problem a mobile commerce solution will solve and how (and whether) the
solution will support the commerce experience seamlessly. Some questions to consider are:

e Is the experience to be about payment only, or is payment intended to be complimentary to
other customer engagement levers, such as offers or deals, loyalty, access to information (e.g.,
grocery lists, product costs, receipts, returns, warranties), or even awareness of the
environmental or sustainable efforts a merchant supports?

e If a payment-only solution, what opportunities does the solution offer for integration into other
platforms, such as loyalty, offers and promotions, or customer profile databases?

e What are the channels through which the customer can access the mobile solution and how
does that fit into the experience? For example, a retailer who offers mobile in-app payment may
prefer to enable that same payment alternative through an in-store kiosk to maintain a
consistent customer experience across channels.
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6.2

How much control or influence will the merchant have over the customer experience? Analysis
of the customer experience can identify points that could be improved by changing the
experience. However, to change the experience, merchants have to be able to control or
influence the enhancements. Proprietary mobile solutions typically offer more control over the
customer experience but may require greater investment and on-going maintenance. In
addition, proprietary wallets often leverage existing customer/merchant relationships and
inherent trust, which may be more successful in promoting adoption. The open wallet model
may result in many merchants participating in the acceptance, but the consumer must develop
trust in the wallet provider.

What are the current enrollment and use (i.e., penetration and demographics, by industry
vertical) of a mobile payment alternative? This information helps a merchant evaluate the
relevance and potential impact of a mobile payment solution on its customer base.

Product Features and Roadmap

The products and features of a mobile wallet solution can be used to complement the experience a
merchant is trying to create. Considerations include:

What payment methods to support. Some third-party payment applications support only credit
or debit card products. If support for closed loop gift cards, ACH, or private-label products is
required, such solutions may not be a good fit.

Whether loyalty is supported. Some solutions may offer loyalty as part of the platform. If so,
consider whether the solution is flexible and suitable and whether it can be integrated into an
existing loyalty platform.

Whether features are available that attract the merchant’s targeted consumer. Features such as
BNPL options can attract younger, credit-averse shoppers, while localized wallets with language
and currency support—like Alipay® or WeChat Pay®—appeal to international tourists and non-
English-speaking consumers.

Whether features are available that solve a consumer experience issue. For example, capabilities
that support streamlining the redemption of loyalty, rewards, or offers with payments in a single
interaction and supplying a new offer for the next visit could improve the overall experience.

What technology is required to support a solution. Certain technologies may require additional
hardware and software integration development, deployment, and training. QR code payment
support requires barcode scanners, while integrating BNPL or wallet-linked loyalty programs
often involves back-end API integrations and staff training to ensure consistent execution at
checkout.

What the solution roadmap is. Considerations include potential technology partnerships and risk
factors. It is also important to understand whether the feature roadmap is expected to evolve
and by how much. Also, evaluate whether the provider is likely to support specific merchant
business strategies, and calculate the ROl on the investment required for development or
integration, considering the longevity of the solution provider.
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6.3 Data Management

Merchants are on the front lines of retail experiences and customer relationships. Therefore, merchants
need to understand how much and what kind of data is passed by a mobile or digital wallet solution.
Merchants need to manage data security concerns and protect against negative brand exposure or
financial loss, including preventing fraudulent provisioning of accounts and protecting sensitive
cardholder data. For this reason, merchants have a strong incentive to understand how the mobile
wallet solution provisions, uses, and stores consumer payment information. Some considerations are:

e  Where cardholder payment information is stored (including data at rest) and whether
transmitted data is secured adequately in accordance with data security standards.

o Whether tokenization and encryption product solutions are available to protect the PAN and
other personally identifiable data in transit and at rest.

o Whether the wallet uses network tokens as there can be challenges tying network tokens and
their underlying PANs together. While the Payment Account Reference (PAR) was developed to
address this issue, use is not ubiquitous at this time so the PAR is currently of limited value.

e How the choice of technology or the use of in-app wallets or specific cardholder verification
methods (CVMs, including biometric CVM or on-device CVM) affect the processing environment,
routing choice, authentication decisions, declines, liability, and customer experience.

For example, debit networks may not have business relationships in place that are able to
process and route biometric and on-device CVMs, resulting in potential declines.

e Whether the data in the mobile application includes only cardholder payment data or also
passes loyalty information, basket/product mix, identity information (e.g., mDL or verifiable
credentials) or other information.

The business terms governing the collection, use, and management of data are critically important to
the merchant to ensure preservation of customer relationships and acceptable use by any third parties
involved in the mobile payment transaction. Merchants should endeavor to understand these terms.

Merchants should consider implementing the practices outlined in ISO 12812, a standard for mobile
financial services. Part 226 and Part 3?7 are particularly relevant, as they discuss application and life cycle
management, provisioning, security, and data protection. Merchants should also pay particular
attention to the security and privacy considerations sections in the World Wide Web Consortium (W3C)
“Verifiable Credentials Data Model v2.0” specification?® as they provide good guidance for digital
credential ecosystems.

26 “|SO/TS 12812-2:2017 Core banking — Mobile financial services, Part 2: Security and data protection for mobile financial
services,” 2017, https://www.iso.org/standard/59845.html.

27 “ISO/TS 12812-3:2017 Core banking — Mobile financial services, Part 3: Financial application lifecycle management, 2017,
https://www.iso.org/standard/59846.html.

28 “\/erifiable Credentials Data Model v2.0,” W3C, May 2025, https://www.w3.org/TR/vc-data-model-2.0/.
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6.4 Acceptance Terms

Merchants should review and understand the acceptance terms and associated payment network rules
governing any third-party mobile wallet solution they implement. These terms are binding, should be
reviewed with appropriate professional advisors, and may have significant implications for costs,
security, risk, data use, and operational matters, such as what mobile wallet solutions can be accepted
and how they perform in terms of up time, use, conversion, and related criteria. Among other things,
merchants considering whether to enable NFC contactless payments should be aware of the following
once NFC contactless transactions are accepted at the POS:

e  Most merchants will likely not have direct contractual relationships with individual mobile wallet
providers, instead relying on acquirers, PSPs, or processors to enable and manage wallet
acceptance.

o Merchants will likely be unable to distinguish, select, or reject transactions based on the mobile
wallet used, as there is currently no standard identifier that indicates the originating wallet
provider. This limitation can impact customer service, targeted promotions, and loyalty program
execution.

e Unlike card transactions, which may allow merchants to access cardholder data like the PAN or
bank identification number (BIN) for customer relationship management and analytics, mobile
wallets instead present tokenized account numbers and do not share granular metadata—such
as device type, wallet provider, or wallet/platform/channel identifiers. This limits merchants'
ability to tailor marketing, loyalty programs, and targeted customer experiences.

e Because most mobile wallet transactions occur without a direct relationship between the
merchant and the wallet provider, merchants have little visibility into how wallet providers use
or share transaction and behavioral data, raising concerns about privacy, targeting, and data
control.

6.5 Financial Considerations
Financial considerations about whether to implement or accept a mobile solution include:

e One-time implementation costs. Implementation costs can include software development,
software and hardware deployment, training, and promotion.

e Ongoing costs. Ongoing costs can include maintenance, hosting costs, licensing costs, and
transaction fees.

e Transaction fees for CNP transactions. Many mobile payments other than contactless are
classified by the payment networks as CNP transactions and transaction fees are generally
higher than for standard card-present transactions.

e Fraud liability. In CNP transactions, merchants are typically liable for fraud. Using EMV 3DS can
shift liability to the issuer, but merchants must weigh the fraud protection benefits against
potential impacts on customer experience and conversion. Notably, newer versions of EMV 3DS
address many of the friction points that affected user experience in earlier implementations.

Mobile technology now has authentication tools and access to data points (e.g., device ID, geolocation,
biometrics) that can significantly improve fraud mitigation if used effectively. By leveraging these tools,
merchants can help improve their customer authentication decisions and better manage risk. However,
any fraud that does occur will predominantly be passed on to the merchant in the form of chargebacks.

U.S. Payments Forum ©2025 Page 29



)
US///PAYMENTS
R FORUM

Effective fraud mitigation efforts and chargeback management require a combination of staff and tools.
Although more alternative fraud mitigation and prevention practices are available in the digital space,
they may require merchants to incur additional investment costs and deal with ongoing risk
considerations.

e Mix of credit and debit transactions. A consideration is that a merchant’s mix of credit and
debit payments may be different for digital transactions as opposed to customer-present
transactions, with corresponding cost implications because credit and debit transaction fees are
different. In addition, merchant choice of debit transaction routing may be impacted by
decisions regarding network tokenization and digital channels.

e Alternative payment methods in the transaction mix. If a significant percentage of current
(non-mobile) transactions originate from alternative payment methods, such as ACH, closed
loop, or private label, merchants may wish to consider whether these transaction types are
available in a mobile payment product. Switching from those lower cost customer payment
types may result in higher costs.

e Cost reduction potential. Another consideration is whether merchant costs can be reduced by a
digital solution. For example, eliminating ticketing and related operational costs for industries
such as transit or for gift certificates may increase the ROl of implementing a mobile wallet
solution.

In the end, decisions regarding mobile wallets are complex, and require consideration and balancing of
numerous factors based on the merchants specific needs and goals, including the opportunity to drive
incremental sales lift and associated costs and savings of digital payment acceptance.

6.6 Technology Considerations

As new mobile wallet solutions enter the market, merchants may struggle to implement new solutions
quickly because of development lead times, technology requirements, and competing IT priorities.

One solution is implementing white-label alternatives, which may offer faster times to market than in-
house development. However, white-label solutions may be less flexible and provide less control over
the customer experience. In addition, it may be more difficult for white-label providers to integrate with
inventory management and fulfillment systems, which may be critical to enabling a positive mobile
shopping experience.

In addition, mobile payment technologies will ideally integrate with current fraud prevention tools and
practices. Fraud prevention for mobile commerce payments provides new data fields and behavioral
analytics that can be leveraged to help authenticate customers and avoid declining legitimate customer
purchases.

When additional hardware or software (or both) is required to support a wallet solution, another
important consideration is integration into the current POS platform, tokenization solution, customer
database, and debit routing solution. Some merchants may be able to save time by requiring the use of
industry standards. For example, a petroleum merchant may desire adherence to the Conexxus Mobile
Payment Standard,?® which provides messaging for a mobile application to communicate with on-site
systems for dispenser control.

29 “Mobile Payment Standard (XML),” Conexxus, https://www.conexxus.org/ourwork/mobile-payment-standard.
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Multiple technologies are available for in-store mobile payments, each of which raises different
hardware, operational, and other business considerations.

Some merchants have approached their acceptance strategy for NFC-enabled payment products as a
way to satisfy all customers and their preferences for these various wallet providers. However,
merchants should evaluate NFC/contactless carefully before enabling it, including the following
considerations:

e NFC capability is built into most EMV-compliant payment terminals deployed in the U.S., but
merchants must ensure that contactless acceptance is activated and certified by their processor
or acquirer. Software updates, terminal configuration changes, and staff training may still be
required to fully enable a seamless NFC checkout experience.

e NFC acceptance does not currently allow merchants to select or restrict specific mobile wallets.
No standardized wallet identifier (e.g., wallet ID) is available and exposed in the transaction
message, so merchants cannot distinguish between wallet providers at the point of sale.

e The way mobile NFC wallet providers use transaction or customer data is often unclear to
merchants, particularly because there is usually no direct contractual relationship between the
merchant and the wallet provider.

e EMV contactless development involves additional considerations to ensure that debit routing
alternatives remain intact and also involves certification challenges, which may add to
deployment timelines.

Other technologies also have their drawbacks. QR code payments require scanners, which may not be
traditional within certain industry verticals. Significant testing in different environments is critical for
mobile payment technologies that require scanners. For example, scanners used in outdoor
environments may face challenges from temperature extremes, sunlight glare, or weather exposure,
which can affect QR code readability.

Some merchant apps use Bluetooth Low Energy (BLE) to deliver proximity-based offers or experiences,
but BLE is not currently used for standard wallet payments. Merchants using BLE must therefore
consider beacon placement, Bluetooth permissions, and device compatibility to ensure effectiveness.
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7. Strategic Considerations for Financial Institutions

Issuers must take multiple considerations into account when developing a mobile wallet strategy. Such
considerations include customer demand, wallet acceptance and incentives, the customer lifecycle, risk
management, the technical development effort involved, and the flexibility of choosing to support or
not support a given digital wallet. Financial institutions offering payment cards to their cardholders may
not need to make an active wallet participation decision to support certain wallets—such as merchant
wallets with embedded loyalty (e.g., Starbucks), platform and PSP wallets (e.g., PayPal, Shop Pay®), or
network wallets (e.g., Click to Pay)—because card acceptance in these wallets is often governed network
rules and participation requirements tied to card issuance. However, financial institutions do have
choices when it comes to supporting device-based digital wallets such as Apple Pay and Google Pay
and/or their own proprietary digital wallets.

7.1 Customer Demand

Financial institutions seeking to have their accounts used for customer payments generally need to
support the digital wallets that their customers prefer to remain relevant with increasingly digitally
savvy customers. Customer digital wallet adoption over the past 10 years indicates a strong customer
preference for digital wallets:3°

e Digital wallets' share of online spending increased from 15% to 39% between 2014 and 2024 in
the U.S and grew eight-fold at the point of sale, from 2% to 16%.

o Digital wallets’ share of online spending is forecasted to reach 52% of e-commerce and 30% of
point-of-sale transactions by 2030 in the U.S.

e Customers fund their digital wallets primarily via card — 40% credit card, 25% debit card, and
22% directly via bank accounts.

To be relevant to most customers, financial institutions will need to support digital wallets.

7.2  Wallet Acceptance and Incentives

Important considerations for financial institutions choosing which digital wallets to support, if at all, and
the degree of support for a digital wallet, include where a customer can use the digital wallet and the
incentives that customers may have to use a digital wallet.

While contactless NFC support at merchant terminals in the U.S. was limited when device wallets were
first launched, as of 2025, over 96% of the top 300 merchants in the U.S. accept contactless payments
and any contactless-enabled payment terminal supports device-based digital wallets.

Online acceptance of digital wallets is also growing but unevenly. PayPal reports that over 36 million
merchants globally support the PayPal wallet. The number of merchants supporting Apple Pay, Google
Pay, and Samsung Pay online is not reported but is widely considered to be growing. Newer entrants
such as Shop Pay (offered by Shopify) are growing but have lower acceptance (Shopify supports nearly 5
million merchants globally). Click to Pay and Paze™ are accepted at fewer merchants.

30 “The Global Payments Report 2025,” Worldpay, March 2024, https://www.worldpay.com/en/global-payments-report.
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Amazon continues to maintain the largest share of e-commerce in the U.S. and offers financial
institutions the means to push provision cards to the Amazon Wallet. The Starbucks digital wallet (the
Starbucks App®) accounts for over 30% of Starbucks purchases and also supports push provisioning
while offering customers robust rewards for using the Starbucks App for payment. Financial institutions
can have their cards be the card used to top up a Starbucks balance.

Financial institutions should consider whether or not the value proposition of a digital wallet is worth
the investment in their customers’ lifecycle given the ongoing costs associated with supporting a digital
wallet.

7.3  The Customer Lifecycle

Upon choosing which wallet or wallets to support, important factors for financial institutions include the
capabilities of digital wallets and mobile operating systems and how and when during a customer’s
lifecycle they will engage customers to use their products in a digital wallet.

Some capabilities to consider include:

e Push provisioning. Many digital wallets support the concept of push provisioning or the ability
to add a payment credential to the digital wallet from within a financial institution’s user
experience — via a mobile app and/or online banking.

e Pull provisioning and app extensions. Some digital wallets allow customers to add their
payment credentials by logging into their financial institution account directly within the wallet
app, initiating onboarding from the wallet’s user interface rather than the bank’s.

e Instant Apps and App Clips. Financial institutions can offer lightweight, scaled-down
applications accessible via QR codes and NFC tags to enable customers to add payment
credentials to digital wallets.

e Messaging. Financial institutions can send invitations or direct links to provisioning experiences
using messaging capabilities offered on mobile devices.

Digital wallet providers and payment networks may recommend or require financial institutions to offer
or promote digital wallets during lifecycle events. To the extent not required or when there is flexibility
as to when in the specific customer journey, financial institutions can also consider promoting digital
wallets during the following lifecycle events:

e Account onboarding. Enable push provisioning to digital wallets as part of the customer
onboarding experience. Both push and pull provisioning can be offered even before the physical
card is received, and careful consideration should be given to when in the onboarding flow the
push provisioning option is presented to maximize activation and usage.

e Account document/card delivery. Include references in mailers to internal or third-party digital
wallet information or embed QR codes or NFC tags to offer digital wallet onboarding via Instant
Apps and/or App Clips.

e Card activation. Offer clients the ability to push provision during card activation in their mobile
apps and/or online banking app. Add digital wallet messaging in phone-based card activation
processes.

e Customer service interactions. Offer a prompt to provision during or at the conclusion of
servicing interactions via the customer’s preferred communication methods (e.g., interactive
voice response (IVR), human agent, messaging).
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o Digital onboarding. Promote or prompt customers to adopt digital wallets during initial digital
interactions. Financial institutions may have customers adopting digital or paperless solutions
for the first time.

o Digital interactions. Make push provisioning a general digital capability within the mobile
application.

e Card replacement. Offer push provisioning during digital card replacement experiences.

e Supported wallets. Educate staff on whether to promote one digital wallet over the other and
the context in which a specific wallet should be promoted or not (e.g., promote Apple Pay to
customers using iPhones but not to customers using Android devices).

7.4 Risk Management

Upon choosing to support a specific digital wallet, financial institutions should implement strong risk
management practices to manage their participation in that given digital wallet. Wallet providers and
payment networks will often provide associated best practices for financial institutions. Effective risk
management will include establishing controls, policies, and strategies around the processes of
provisioning payment credentials to digital wallets, customer use of the digital wallet, and the lifecycle
management of the payment credential used within the digital wallet.

It can be especially important for financial institutions to focus on managing customer identify
verification and authentication during the provisioning of payment credentials to a digital wallet. In
recent years, bad actors have exploited financial institutions’ reliance on phishable3! ID&V
methodologies such as one-time passcodes delivered via SMS and email to circumvent controls and
perpetrate fraud. Financial institutions should avail themselves of the secure provisioning capabilities
offered by digital wallets — such as push and pull provisioning and, for card-based digital wallets, EMV-
compliant tap to add. Financial institutions should also consider offering risk-based authentication and
steps to minimize the use of phishable verification methods like SMS codes or email links.

Financial institutions should ensure that they can react quickly to emerging threats impacting digital
wallets as a part of their comprehensive risk management capabilities.

7.5 Technical Development

Each digital wallet that a financial institution has the option to support requires technical integration.
Service providers, including payment networks, offer solutions to streamline support and/or handle all
digital wallet support requirements. Financial institutions should consider “build or buy” alternatives,
technical capabilities, existing service providers, and the degree of control desired over digital wallet
management as they consider how to meet the technical integration requirements of a digital wallet.

31 Cyberattack that uses fake emails or texts to trick victims into revealing sensitive data, stealing money, or installing malware.
“What is Phishing?,” Cisco, https://www.cisco.com/site/us/en/learn/topics/security/what-is-phishing.html.
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8. Conclusions

Mobile wallets have evolved from largely niche products to embedded platforms that manage not just
payment credentials, but also identity, authentication, and loyalty. In the U.S., mobile wallet adoption
has grown across consumer segments and use cases, supported by a maturing technology stack that
includes tokenization, biometric authentication, passkeys, and layered security.

This white paper update reflects an inflection point: wallets are now expected to support payments
across multiple payment infrastructures (e.g., cards, pay by bank, crypto), reduce merchant friction, and
deliver context-aware, personalized consumer experiences. Interoperability, risk management, and
platform control remain central challenges, and strategic success depends on thoughtful wallet design
and stakeholder coordination.

As wallets continue to evolve into super apps and digital identity containers, participants must prepare
for a broader set of technical and business considerations than ever before. This white paper offers a
framework to help industry stakeholders navigate that shift.
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9. Appendix A: Glossary

Term Definition

3Ds* See EMVCo Three-Domain Secure.

A2A Account to Account.

ACH Automated Clearing House. An electronic network for U.S. financial transactions.
ACH processes large volumes of credit push and debit pull payment transactions
in batches.

Address Service offered by the payment networks to allow a merchant to validate all or a

Verification portion of the address provided by the cardholder during an authorization.

Service (AVS)

Authentication Process used to verify the identity of the party enrolling in a wallet or initiating a

payment transaction, using different types of credentials to prove the person is
who he claims to be. There are different types of payment authentication
dealing with the card, the customer, and the device. Authentication methods
include:

e Something you are (signature, voice, other biometrics)
e Something you know (password, challenge question/answer)
e Something you have (payment card, mobile device)

BNPL Buy now pay later. Short-term financing option that allows consumers to
purchase goods or services and pay for them over time, often through interest-
free installments.

Card on File (CoF) = Payment credentials provided by the cardholder to a merchant with the
authorization to use the stored “card on file” credentials for future payments (for
individual or recurring payments).

Card Not Present  Payment card transaction where the cardholder does not present the card for
(CNP) merchant examination at the time of purchase, such as a mail-order transaction
or a purchase made over the telephone or Internet.

Card Security A value encoded in the discretionary portion of track data that provides the card

Code issuer with the ability to perform a cryptographic check on the contents of the
track. Called card security code (CSC) by American Express, card verification code
(CVC) by Mastercard, card verification value (CVV) by Visa, and card identifier
(CID) by Discover.

Cloud The use of shared hardware and software resources that are delivered as a
service over a network (typically the Internet). Data and software are retrieved
from remote servers using web-based tools and applications.

CSR Customer service representative.

32 Enhancing the EMV® 3-D Secure Specifications,” EMVCo, May 2023, https://www.emvco.com/knowledge-hub/enhancing-
the-emv-3-d-secure-specifications/.
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Term Definition

EMV A set of specifications for smart card payments and acceptance devices
developed to define a set of requirements to ensure interoperability between
chip-based payment cards and terminals. EMV chip cards contain embedded
microprocessors that provide strong transaction security features and other
application capabilities that are not possible with traditional magnetic stripe
cards. EMVCo manages, maintains, and enhances the specifications, is owned by
American Express, Discover, JCB, Mastercard, UnionPay and Visa, and includes
other organizations from the payments industry participating as technical and
business associates. See http://www.emvco.com.

EMV QR Standardized QR code format defined by EMVCo for secure and interoperable
payment transactions

Encryption Conversion of payment data into a form unintelligible to everyone except
holders of a unique cryptographic key, mitigating fraud during a mobile payment
transaction. Encryption is an important component of the secure element.
Cryptographic keys determine the output of an encryption algorithm when
transforming plain text to encrypted text. Key rotation is the process of
decrypting data with the old encryption key and re-keying the data with the new
encryption key. Encryption protects consumer and transaction-level information
against unauthorized access or disclosure, from the initial encryption step to the
decryption step. Encryption can protect data during transmission and while at

rest.
Fast Identity A set of standards published by the FIDO Alliance to address online
Online (FIDO) authentication.
Host Card A mechanism for an application running on the “host” processor (the mobile
Emulation (HCE) device’s main processor—where most consumer applications run) to perform

Internet-based in-app and card-present NFC payment transactions.

ID&V33 Identity and verification. For payments, a set of functionalities and services that
allow for a trusted association of the payment token to the PAN for an
authorized cardholder. EMV ID&YV validates the cardholder and the cardholder’s
account to establish a confidence level that the payment token is bound to a
PAN. Examples of ID&V methods include account verification messages, PAN-
based risk score assessments, and one-time passwords issued by the card issuer
or its agent to verify the cardholder.

In-app Payment A mobile app that allows users to purchase goods and services directly from
within a merchant native mobile app using a mobile wallet that has been
provisioned with an EMV payment token (e.g., Apple Pay, Android Pay, Samsung
Pay). To make a purchase, the consumer selects the mobile wallet icon within
the merchant app and authorizes the transaction with a fingerprint, PIN, or
passcode.

33 EMV® Payment Tokenisation Specification — Technical Framework, EMVCo, October 2021
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Term Definition

Instant Apps Technologies that allow users to experience a portion of an app without needing

(Android) and/or  to install the full application. They offer a streamlined, immediate experience,

App Clips (iOS) enabling users to quickly access specific features or tasks

ioS iPhone Operating System.

Knowledge Based A method of authentication which seeks to prove the identity of someone

Authentication accessing a service, such as a financial institution or website. As the name

(KBA) suggests, KBA requires the knowledge of private information of the individual to
prove that the person providing the identity information is the owner of the
identity.

Magnetic Secure Technologies from Samsung (Magnetic Secure Transmission) and LG (Wireless

Transmission Magnetic Communication [WMC]) that generate magnetic data pulses to

(MST) communicate over the air with magnetic stripe card readers, enabling these
devices to make payments at POS devices that do not have a contactless
interface.

MFA See Multi-Factor Authentication.

Mobile Network A wireless service provider that offers wireless communication services to end
Operator (MNO) users.

Multi-Factor A method of access control in which a user is granted access only after
Authentication successfully presenting multiple separate pieces of evidence to
(MFA) an authentication mechanism — typically at least two of the following categories:

knowledge (something they know), possession (something they have), and
inherence (something they are).

Near Field A set of standards that enables proximity-based communication between

Communication consumer electronic devices such as mobile phones, tablets, personal

(NFC) computers, or wearable devices. An NFC-enabled mobile device can
communicate with a POS system that currently accepts contactless payment
cards.

Non-Fungible A unique digital identifier that is recorded on a blockchain and is used to

Token (NFT) certify ownership and authenticity.3*

One Time Passwords that are used once and then discarded. One-time passwords are often

Password (OTP) delivered to the user via one of the following methods: text or email, display

card, or RSA token.

Operating System  The software that supports a computer or mobile device’s basic functions.
(0s)

34 https://en.wikipedia.org/wiki/Non-fungible token.
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Term Definition

Passkeys Digital credentials based on the FIDO standards that replace traditional
passwords for logging into websites and apps. Passkeys use public-key
cryptography—where the user’s device stores a private key and the service
retains only the public key—and rely on biometric or device-based
authentication (like fingerprint, face scan, PIN, or screen lock) to verify identity.
This method is more secure, phishing-resistant, and user-friendly than
passwords.

Pay-by-Bank Payments made directly from a customer’s bank account to a merchant’s
account over ACH or instant payment rails, bypassing card networks. Unlike card
payments, which are authorized, cleared, and settled through network
intermediaries, Pay-by-Bank transactions settle directly between banks.

PCI DSS Payment Card Industry Data Security Standard. A set of security standards
designed to ensure all companies that accept, process, store, or transmit credit
card information maintain a secure environment.3®

Payment Service Non-bank service providers (e.g., providers of technology, software, network
Provider (PSP) services, processing services, mobile wallets, equipment, security services, and
program managers).

Person to Person An online technology that allows customers to transfer funds from their bank
(P2P) Payment account or credit card to another individual's account via the Internet or a
mobile device.

Point of Sale The device (hardware and software) that is used to process transactions at the

(POS) merchant location. While POS once referred specifically to the credit card
terminal at the cash register, POS now includes mobile, wireless, and virtual
terminals.

Primary Account The 14- to 19-digit number that appears on the account holder’s payment card.
Number (PAN)

Push Provisioning = Simplification for adding payment cards to digital wallets. Cardholders "push"
card information directly from bank or card issuer's app to digital wallets with a
single tap, instead of entering credential manually®’

Quick Response A type of 2-D (matrix) bar code that complies with 1ISO 18004:2006.
(QR) Code

Radio-Frequency Technology that is used to transmit information about objects wirelessly, using
Identification radio waves. Systems that use RFID technology are composed of two main
(RFID) pieces: the device that contains the data and the reader that captures such data.

35 Pay-by-Bank and the Merchant Payments Use Case, Federal Reserve, July 2025

36 PCl Security Standards Council, https://www.pcisecuritystandards.org/.

37 “What is Push Provisioning and why does it matter?,” Mastercard, November 2022,
https://developer.mastercard.com/blog/what is push provisioning/.
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Term Definition

Risk-Based A non-static authentication system which takes into account the profile of the

Authentication agent requesting access to the system to determine the risk profile associated

(RBA) with that transaction. The risk profile is then used to determine the complexity
of the challenge.

Runtime A process that verifies an application is running in a secure and uncompromised

Attestation device environment at runtime, detecting conditions such as rooting,
jailbreaking, emulation, or code tampering.

Secure Code A technique that transforms application code into a form that is difficult to

Obfuscation understand or reverse-engineer, helping protect sensitive logic and data from

unauthorized access or tampering.

Secure Element A tamper-resistant chip that can securely host multiple applications and

(SE) cryptographic data, such as keys, in a smart phone, following robust security
requirements set forth by standards bodies. The SE resides in a microcontroller
chip capable of performing cryptographic operations. The SE contains a
dedicated microprocessor with an operating system, memory, application
environment, and security protocols. The SE is used to store and execute
sensitive applications, such as payment applications, safely on a mobile device
and to store associated payment credentials and financial data. If tampered with,
it may self-destruct and not allow unauthorized access.

SRC Secure Remote Commerce, also known as "Click to Pay." A digital toolset
designed to streamline and secure online payments. SRC allows consumers to
store their payment information in a secure profile and use it for one-click
purchases across various merchant websites and devices3®

Strong Customer A European Union requirement for multi-factor authentication on Internet
Authentication payments.

(SCA)

Three-Domain A messaging protocol to enable consumers to authenticate themselves with
Secure (3DS) their card issuer when making a CNP e-commerce purchase.

Token Service Entity within the payments ecosystem that provides registered token requestors
Provider (TSP) with ‘surrogate’ PAN values, otherwise known as payment tokens by managing

the operation and maintenance of the token vault, deployment of security
measures and controls, and registration process of allowed token requestors.
The EMV tokenization specification defines a token service provider as “an entity

that provides a token service comprised of the token vault and related
processing.”

38 “EMV Secure Remote Commerce,” EMVCo, https://www.emvco.com/emv-technologies/secure-remote-commerce/.
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Term Definition

Trusted Execution = A secure area of the main processor in a mobile device that stores, processes,

Environment (TEE) and protects sensitive data in an isolated and trusted environment running
alongside the smartphone OS, using trusted security software. Applications that
run in the TEE provide end-to-end security by enforcing protection,
confidentiality, integrity, and data access rights. The trusted applications access
security resources and services, including cryptography, secure storage, trusted
user interfaces, and SE interfaces through TEE application APIs, which allow
applications in the normal OS and application environment to access and
exchange data with a trusted application running inside the TEE. The TEE
comprises hardware and software components that make it more secure than
the mobile OS. Because it is isolated from the OS and its applications, it is also
protected from being compromised if the OS is rooted.

Trusted Service A neutral third party that provides a single integration point to mobile operators

Manager (TSM) for financial institutions, transit authorities and retailers that want to provide a
payment, ticketing, or loyalty application to their customers with NFC-enabled
phones.

TSP See Token Service Provider.

Wallet Service Companies that offer specific wallet solutions that use various communications

Provider technology for mobile payments.

White Box A cryptographic implementation approach designed to protect secret keys even

Cryptography if an attacker has full access to the software’s code and execution environment,

by embedding and obfuscating keys within the algorithm.

Wireless Magnetic Similar to MST, a process that allows a portable device to generate wireless
Communication magnetic data pulses that can be used to transmit card data to a POS terminal’s
(WMC) magnetic stripe reader.
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10. Appendix B: Stakeholders

The ecosystem of mobile and digital wallets includes a number of new stakeholders who fill roles that
are not required with card-based payments:

e Wallet owner. The entity providing the payment wallet that is accessed through a cardholder’s
mobile device or housed in a merchant’s website shopping cart.

Wallet owners are typically merchants, issuers, mobile device manufacturers, mobile device
operating system owners, or payment networks. The wallet owner allows a cardholder to store
payment card credentials in the wallet to process payments or transfer funds.

o Wallet acceptors. The merchant or other entity that accepts payments from a wallet.

o Token service provider. The entity that manages the life cycle of a token. Additional services
typically include:

Creating and storing tokens

Managing the token lifecycle

Processing token transactions

Performing token-to-PAN mapping

Cardholder validation, including provisioning services
Key management for device-based wallets using HCE

O O O O O O ©O

Verification services for transaction and device validity, including cryptographic validation
and domain control restrictions

e Trusted service manager (TSM). The entity that connects service providers (such as issuing
banks, token vaults, and merchants) and the party that controls the mobile payment device or
mobile device operating system.

The TSM facilitates provisioning and managing secure items that are sent to the mobile device
such as tokens and keys.
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11. Appendix C: Standards

Standards facilitate interoperability between devices and entities by using prescriptive language to
outline a process, describe a physical interface, or provide message interfaces for exchanging data and
information. Standards eliminate the need to implement multiple protocols, reducing complexity. The
result is reduced cost of development, maintenance, and validation, as well as increased opportunity for
innovation.

Several standards bodies are doing work that targets mobile payment solutions.

The International Organization for Standardization (ISO) is a worldwide federation of national
standards bodies that rely on ISO technical committees to create standards. ISO 12812 is a five-part
document that describes the requirements and implementation recommendations for mobile payments
and focuses on the development of mobile financial services applications. Part 1, “General Framework,”
includes definitions and terms and provides an overview of what expectations the standard has for
mobile financial service implementations, regardless of the type of application (e.g., local to device,
remote cloud-based). Part 2, “Security and Data Protection,” provides requirements and
recommendations for a framework to manage the security of mobile financial services as well as
considerations for securing mobile financial applications (e.g., remote management, protection of
sensitive data, consumer rights, customer education, customer enroliment, application download, and
deactivation). Part 3, “Financial Application Lifecycle Management,” addresses lifecycle considerations,
including roles and infrastructure for secure provisioning, credential authentication, terms of service,
customer relationship, new features, and updates. Part 4, “Mobile Payments to Persons,” and Part 5,
“Mobile Payments to Businesses,” present use cases, including for the use of mobile wallets, and
requirements for interoperability. X9, the ANSI-accredited standards body for the financial services
industry in the U.S., has begun work on the adoption of ISO 12812 as a U.S. national standard.

The World Wide Web Consortium (W3C) is an international community that develops open standards
to ensure the long-term growth of the web. W3C interest groups and community groups focus on web
payments and commerce. The initial offerings from W3C are specifications for a Payment Request API
and a Payment Handler API (both nearing completion) which support a variety of devices and
technologies (e.g., mobile devices, automobiles, televisions, and virtual reality interfaces). The Payment
Handler API specifically addresses key points for interfacing with payment information owned by a user
(the wallet). W3C's offerings also include Verifiable Credentials, which are used to express digital
credentials such as identification documents, loyalty cards, coupons, digital receipts, and other items
that benefit both retailers and customer convenience. More recently, the Digital Credentials API is being
developed to generalize the transmission of digital credentials in a web browser-based checkout
experience. This ongoing work addresses standards important to commerce, including digital offers
(such as coupons or loyalty) and additional aspects of payment flow, including initiation of payment,
recurring payments, receipts, and refunds. The W3C standardization efforts take into account emerging
regulations, fraud reduction, and harmonization with other standards.
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Conexxus is a trade association for the convenience and retail-fuels industry that creates standards
specifically for that industry. The Conexxus Mobile Payment Specification® defines a standard interface
for messages between site systems (POS, electronic payment server, forecourt device controller) and a
mobile payment processing application to enable forecourt purchases and in-store transactions using a
mobile device (smartphone, tablet, connected car). The specification provides a solution for common
use cases (e.g., pay for merchandise inside, pre-pay for fuel inside (with or without additional
merchandise), pay at the pump, buy a car wash outside) and supports loyalty functionality. The
specification covers site-level processing (i.e., using current payment and/or loyalty rails) and above-site
processing (i.e., the mobile payment processor interfaces directly with the payment and/or loyalty host),
and provides messages to the site systems that control site-specific functionality (pump authorization,
car wash code generation). To provide flexibility, the way payments and loyalty are processed can be
different. For example, loyalty can be processed above site while payment is processed at site level.

EMVCo facilitates worldwide interoperability and acceptance of secure payment transactions.
Supported by dozens of banks, merchants, processors, vendors, and other industry stakeholders, EMVCo
manages and revises the EMV specifications and related testing processes, including card and terminal
evaluation, security evaluation, and management of interoperability issues. In July 2017, EMVCo
released two QR code specifications for payment systems.

1. The EMV Consumer-Presented Mode specification*® is compatible with EMV payment
tokenization. The QR code payload consists of any payment token credentials already
provisioned to the mobile device, which the consumer uses to make purchases. The consumer
selects the QR option for payment within the mobile app, which displays a QR code to be
scanned at the merchant terminal to complete the transaction.

2. The second specification is the EMV Merchant-Presented Mode.** Consumers use a mobile app
that can scan an EMV merchant-presented QR code and initiate a payment transaction. The
mobile app may be a mobile banking app offered by an issuer or a third party. In either case, the
request to process the payment transaction is ultimately directed to the issuer managing the
account from which the funds will be withdrawn. Merchant QR codes can be static or dynamic.

39 Conexxus web site, https://www.conexxus.org/.

40 “EMVCo QR Code Specification for Payment Systems: Consumer Presented Mode,” Version 1.1, EMVCo, November 27, 2020,
https://www.emvco.com/specifications/emv-gr-code-specification-for-payment-systems-emv-qrcps-consumer-presented-
mode/

41 “EMVCo QR Code Specification for Payment Systems: Merchant-Presented Mode,” Version 1.1, EMVCo, November 27.2020,
https://www.emvco.com/specifications/emv-ar-code-specification-for-payment-systems-emv-grcps-merchant-presented-

mode/
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12. Legal Notice

This document is intended solely as a convenience to its readers, for purposes of providing interested
payments industry stakeholders with an understanding of the rapidly changing mobile and digital wallet
landscape, and considerations for implementing a mobile wallets strategy. While great effort has been
made to ensure that the information in this document is accurate as of the original date of publication,
nothing herein constitutes legal, business or technical advice or should be relied on for any purpose. All
warranties of any kind regarding the information herein are disclaimed, including all warranties relating
to or arising in connection with the use of or reliance on the information set forth herein. Any person
that uses or otherwise relies in any manner on the information set forth herein does so at his or her sole
risk. References in this document to any specific stakeholder, product or service, or the use of any of the
foregoing, are solely for the information and convenience of its readers, and do not constitute an
endorsement or recommendation of any kind. This document provides only a high-level description of
the subject matter and related considerations, and is not intended to be exhaustive; mobile wallet
technologies and providers vary significantly, and related implementation use cases and strategies will
inevitably depend on corresponding stakeholder security and business needs, requirements, and
capabilities, any of which may impact or be impacted by specific facts and circumstances. Accordingly,
stakeholders interested in mobile wallet implementation are strongly encouraged to consult with the
relevant payment networks, acquirers, and other stakeholders, as well as appropriate subject matter
experts and professional and legal advisors, prior to any implementation decisions.
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