FRAUD PREVENTION & AWARENESS:
Al-DRIVEN FINANCIAL SCAMS

This educational resource explores how
generative Al is transforming financial
scams, making fraud faster, more scalable,
and more convincing through techniques like
deepfakes, Al-enhanced phishing, and
synthetic identities. With input from across
the payments ecosystem, this publication
aims to equip stakeholders with real-world
examples, detection tips, and mitigation
strategies to help identify, prevent, and
respond to emerging Al-driven fraud threats.
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Overview: Al Scams are Redefining Fraud

Al as a Catalyst for Financial Crime

Generative Al: Supercharging Scams at Unprecedented Scale

Common Al-Driven Scam Techniques:

Deepfake Impersonation
Al-Enhanced Phishing

Synthetic Identities & Documents
Romance & Social Engineering Scams
Fake Merchants and Storefronts

Modern Investment Scams

Deepfake Scam Examples

Spotting Common Al Scams

Tips for Consumers to Help Identify Al Scams

Mitigation Strategies to Prevent Scams
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OVERVIEW: Al SCAMS ARE REDEFINING FRAUD

Al is a fraud multiplier Threat is growing Scams span multiple vectors Impacts ecosystem
Scams are faster, more Al-enabled scam losses From deepfakes to fake Erodes trust and challenges
scalable, and hyper-realistic projected at $40B by 2027 merchants and investment fraud traditional defenses
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Purpose of this resource: Equip stakeholders with knowledge, detection tips, and mitigation strategies.
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Al AS A CATALYST FOR FINANCIAL CRIME

Artificial Intelligence (Al), particularly generative Al, has empowered criminals to execute scams at
unprecedented scale, speed, and sophistication.

What once required technical expertise and time-consuming effort can now be accomplished in
minutes using freely-available Al tools.

Why Al Is a Game-Changer for Fraudsters

*  Scalability & Automation: Al enables criminal organizations to run thousands of scams
simultaneously through automated chatbots, voice cloning, and phishing campaigns.

. Hyper-Realism: Generative Al creates deepfake videos, synthetic voices, and realistic documents
that bypass traditional verification systems.

. Personalization: Al scrapes social media and public data to craft highly targeted, convincing
messages for spear phishing and social engineering.

. Language & Cultural Adaptation: Al eliminates telltale signs like poor grammar or awkward
phrasing, making scams harder to detect across languages.
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GENERATIVE Al: SUPERCHARGING SCAMS AT UNPRECENDENTED SCALE

&S

Reports of GenAl-enabled scams surged by 456% in just one year — TR\ Labs

Al-driven fraud losses are projected to hit $40 billion by 2027 — Deloitte

82.6% of phishing emails now use Al language models, achieving a 60% success rate against
humans — Security Boulevard

Deepfake-enabled fraud increased by 3,000% since 2023, with Al-driven attacks now occurring
every 5 minutes globally — All about Al

Global Al-driven cyberattacks projected to surpass 28M incidents in 2025, with financial
services as the most targeted sector (33%)— SO Magazine
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https://www.trmlabs.com/resources/blog/ai-enabled-fraud-how-scammers-are-exploiting-generative-ai
https://www.deloitte.com/us/en/insights/industry/financial-services/deepfake-banking-fraud-risk-on-the-rise.html
https://securityboulevard.com/2025/11/how-ai-generated-content-is-fueling-next-gen-phishing-and-bec-attacks-detection-and-defense-strategies/
https://www.allaboutai.com/resources/ai-statistics/ai-fraud-detection/
https://sqmagazine.co.uk/ai-cyber-attacks-statistics/

COMMON AI-DRIVEN SCAM TECHNIQUES

Deepfake Impersonation

Fake video calls featuring CEOs or

family members to authorize fraudulent

payments (e.qg., S25M stolen in Hong

Kong via deepfake CFO call)
Fake Merchants and Al-Enhanced Phishing
Storefronts Perfectly-written emails and texts,

Al-generated storefronts mimic real o_f ten combined wi th malicious
businesses to steal payments links or fake login portals to collect

personal information

"~ Al-Driven Scam /

L 4
Techniques
Romance & Social / \ Synthetic Identities &
Engineering Scams Documents
Al chatbots maintain multiple Investment & Al-generated IDs, passports, and

conversations, creating emotional
bonds to solicit money

KYC documents used for account

Crypto Scams
takeovers and loan fraud

Deepfake “financial experts”
promising guaranteed returns,
displaying fake trading dashboards
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DEEPFAKE IMPERSONATION

Al-generated or Al-manipulated audio, video, or images designed to look and sound real. These tools allow criminals to imitate trusted
individuals with high accuracy

* Audio Deepfakes (Voice Cloning): Al recreates someone’s voice from seconds of audio — used in fake calls, voicemails, and
ﬂ urgent instructions
| J * Video Deepfake: Al swaps faces or creates entirely fabricated cli f ki ti
.. p : p y fabricated clips of a person speaking or acting
() * Images Deepfake: Al alters or creates photos to impersonate identity, authority, or presence

How it works
Al Models study real examples of a person’s voice, face, and movements to generate synthetic content that feels authentic

? * Audio Deepfakes analyze tone, pitch, cadence, and breathing patterns = produce realistic voice notes, phone calls, or
instructions

* Video Deepfakes map facial structure, expression, and lip movement - produce video clips that look like the real person
speaking

* Image Deepfakes alter or fabricate images to show someone in a place, situation, or identity they were never in. Criminals then
combine images with spoofed phone numbers, fake emails, or urgent messages to trigger trust and authority

Why it Matters
* Deepfakes bypass normal trust cues like voice recognition, facial recognition, and familiar photos
| * Enables high-speed manipulation in scams, impersonation, misinformation, and account takeover
* Victims believe they're interacting with a real person, increasing likelihood of financial loss
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Al-ENHANCED PHISHING

Hyper-personalization at scale
Al analyzes pl.‘lb|IC data (social .me_dl_a, breached Examples
records) to tailor messages to individuals

Al-written “CEO request” for

Natural-language perfection urgent wire transfer

No spelling/grammar clues; emails sound

human, local, and contextual
Al-generated email from “IT

) Support” with a pixel-perfect
Automated conversation flows Al-Enhanced Office 365 login page
Al agent-powered bots sustain back-and- Phishing

forth dialogue to gain trust

Fraudulent invoice with Al-designed

. . vendor letterhead and signatures
Rapid content generation

Thousands of email/SMS variants created

instantly to evade filters Al chatbot pretending to be
customer support on a fake
Brand impersonation bank site

Al mimics tone, formatting, and visual identity
of banks, employers, and service providers
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AI-ENABLED SYNTHETIC IDENTITIES & DOCUMENTS

New Account Fraud, Synthetic Identity Fraud and Identity Theft

» Automate identity creation using Gen Al to maximize combinations of source information and
create new details

» Complete and submit applications using identities for credit cards and new accounts across
multiple financial institutions with the ability to learn from responses

» Generate fake documents with Gen Al such as IDs, passports, birth certificates, pay stubs and
utility bills to add credibility for identities

» Create and satisfy online authentication controls for new accounts by using deepfakes
generated by Gen Al

Accounts are used to:

» Obtain credit with no intent to repay (e.g., credit cards, loans)
» Receive and send payments (money mules) from illicit activity (e.g., scams, check fraud)
» Submit fraudulent claims or dispute authorized transactions to avoid payment
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AI-DRIVEN TACTICS IN ROMANCE & SOCIAL ENGINEERING SCAM

FE  Use of Al-assisted phishing kits to engage victims.

¥  Useofal photo generation tools to create convincing dating profiles.

= Scammers use Al voice generation to impersonate fictitious profiles, creating authentic-sounding
speech—even in languages they don’t speak—to deceive victims during conversations or messages.

l Use of deepfake technology to create videos used to entice victims to send money.

Bese-

Use of Agentic Al technology to autonomously manage multiple victim conversations at once.
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Al-POWERED FAKE MERCHANTS & STOREFRONTS

Fraudsters spin up 'legit' shops with generative Al

How the Scam Works

» Al builds fake shops fast: sites, stories,
product images, reviews

» 'Business-in-a-box' kits: fake docs,
disposable numbers, paid followers

» Victims lose money or data: 800,000+
duped by fake designer shops

Real Patterns & Al Use

» 'Closing sale' stories + Al boutique
photos

» 150% rise in fake business fraud
(2022-2023)

» 25% of 18-34-year-olds saw fake
listings last year

Quick Checks to Spot Fakes

» Social footprint: active, consistent,
aged accounts

» Business check: search name, verify
address/reviews

» Image reuse: reverse search product
photos

» Ad transparency: check Meta/Google
ad libraries

» Price sanity: beware 80-90% off, low
price points that are out of the
ordinary, countdowns, prepay-only

Platform Defenses: Go beyond static KYB — use Al to scan domain age, site structure,

linked socials, ad history, reviews.

Flag: new domains, synthetic reviews, cloned images, traffic spikes.
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Al-POWERED TACTICS BEHIND MODERN INVESTMENT SCAMS

R‘Q

Use of Al-assisted phishing kits Yé

to target victims.

Use of deepfake technology to

create convincing

advertisements, often featuring ‘ﬂ

prominent figures or
celebrities, encouraging
consumers to invest.
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Use of Agentic Al technology to
autonomously manage
conversations.

Use of Al tools to create fake
investment websites and
“dashboards” depicting large
returns on investments,
encouraging victims to invest
more money.



DEEPFAKE CELEBRITY SCAM EXAMPLES

/ How the Scam Works

Impersonation via Al Videos
Scammers use Al-generated videos
of public figures, running them as
ads or “live” streams on hijacked or
look-alike channels. (BBC)

Case Example: Elon Musk Deepfake

Why This Matters

Q Event Hijacking

Fake “Elon Musk” livestreams
coincided with major events (e.g.,
SpaceX launch, solar eclipse),
drawing up to 170,000 viewers.
(Cointelegraph)

gj’ Scale & Speed

Dozens of channels can stream

simultaneously, reaching tens of
thousands before takedown.

(Cybernews)

(D Social Engineering Tactics
Viewers are urged to scan QR codes
or visit fake sites for “limited-time”
giveaways, often told to send crypto
to “receive double back.”
(Cointelegraph)

(} Scam Mechanics

On-screen QR codes and deposit
addresses; Al voice promises “this is
areal giveaway” and “2x back.”

(Cointelegraph)

() Cross-Platform Threat
Deepfakes have featured other
figures like MrBeast and BBC
presenters in fake investment
segments. (BBC)

[] Fake Popularity
Bot-inflated viewer counts create

false social proof and boost visibility.

(Cointelegraph)

@ Real Breach

Australia’s Seven Network YouTube
channels were hijacked to loop a
Musk deepfake pushing a doubling
scam. (ABC News)

E Verification Gaps
Cloned branding, hacked accounts,

and inflated views make scams

appear official. (ABC News)
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https://www.bbc.com/news/articles/cg565mrdz7zo
https://cointelegraph.com/news/elon-musk-spacex-starship-launch-deep-fake-crypto-scams
https://cybernews.com/news/youtube-deepfake-musk-crypto-giveaways-resurface/
https://cointelegraph.com/news/elon-musk-spacex-starship-launch-deep-fake-crypto-scams
https://cointelegraph.com/news/elon-musk-spacex-starship-launch-deep-fake-crypto-scams
https://www.bbc.com/news/articles/cg565mrdz7zo
https://cointelegraph.com/news/elon-musk-spacex-starship-launch-deep-fake-crypto-scams
https://www.abc.net.au/news/2024-06-27/channel-seven-youtube-page-altered-to-play-on-loop-elon-musk/104029848
https://www.abc.net.au/news/2024-06-27/channel-seven-youtube-page-altered-to-play-on-loop-elon-musk/104029848

SPOTTING COMMON Al SCAMS

* Robotic Movements — unnatural blinking/eye movement, stiff gestures, awkward facial expressions
* Lighting Mismatches — shadows or highlights that don’t match the scene, blurring or inconsistent resolution
* Lip Sync Errors — voice and mouth movements out of sync

* Flat or Monotone Delivery — lacks emotional variation
* Odd Cadence — timing feels off or too perfect
* Silent Backgrounds — no ambient noise or room tone

* Distorted Hands or Fingers — unnatural shapes or counts
* Inconsistent Backgrounds — blurry, warped, or mismatched elements
* Wrong Reflections — mirrors or glass don’t reflect accurately

* Repetitive Phrasing — same words or structure reused
* Instant Perfect Replies — no hesitation or nuance
* Vague Personal Details — avoids specifics or gives generic answers
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TIPS FOR CONSUMERS TO HELP IDENTIFY Al SCAMS

Train you r Ea r Learn what Al artifacts look and sound like —

awkward phrasing, robotic tones, inconsistent
d nd Eye fOr AI lighting, or missing emotion.

* Al can perfectly copy someone’s face or voice — but not their
context.

* Ask questions only the real person would know or use a preset
“family code word.”

Verify Behavior

e Turnon multi-factor authentication, biometrics, and voice verification features
where available.

Laye r YO u r * Use password managers to avoid reusing credentials that Al phishing bots
T h D f exploit.
e C e e n S e S * Keep device software and browsers updates to block Al-based spoofing plugins.

Leve rage A| Use Al detection tools (e.g., deepfake detectors,
reverse image/voice search) to validate suspicious

Against Al content.
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MITIGATION STRATEGIES TO PREVENT SCAMS

For a detailed review of mitigation strategies, refer to the Fraud
Prevention & Awareness: Anti-Scam Industry Work Effort, July 2025

Link:
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-
Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
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https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf
https://www.uspaymentsforum.org/wp-content/uploads/2025/07/Anti-Scam-Resource-U.S.-Payments-Forum-July-2025.pdf

Thank You!

If you have any questions about the content in this resource, please reach out to
info@uspaymentsforum.org.
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LEGAL DISCLAIMER

Al is a quickly evolving feature within today’s technology and payments
environment. This document is provided solely as a convenience to
readers, as a high-level overview of Al-driven financial scams, to help
increase awareness of and protect against scam-based fraud. The
strategies, technologies and other considerations described herein do not
represent an exhaustive list, and effective security practices and strategies
depend on and should be tailored to the user’s specific needs, risk profile,
and other factors. The information herein does not constitute legal advice,
and all warranties of any kind, express or implied, are expressly disclaimed.
Readers interested in securing against Al-driven financial scams should
consult their respective security providers, business partners, subject
matter experts and professional and legal advisors.
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